Wireless Local Area Network (W-LAN)
Monitoring, Auditing and Security System
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The WLAN-FORBIDDER system is designed to monitor, audit,
decode and analyze the data packets being transmitted to and from
your wireless local area network.

The primary function of the WLAN-FORBIDDER system is to ensure
the security of your network by identifying and immediately preventing
or terminating unauthorized connections to or from your wireless local
area network.

The Wireless-Detective subsystem of the WLAN-FORBIDDER
system is designed to monitor the wireless traffic being transmitted
from the computers in your network to your wireless network access
points. It will also identify connections by your computers to
unauthorized access points that are not part of your wireless local
network.
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The W-FORBIDDER subsystem of the WLAN-FORBIDDER system
monitors both authorized and unauthorized wireless access points.
The W-FORBIDDER system prevents or immediately terminates any
connections between the computers in your wireless network and
unauthorized access points. It also prevents unauthorized users from
connecting to your wireless local area network/access points.

A significant benefit of the WLAN-FORBIDDER system is that it
identifies and prevents either malicious or accidental disclosure of
secrets, proprietary information and intellectual property.

When combined with the W-Detective Network Monitoring and
Auditing system, the WLAN-FORBIDDER system can provide
complete network monitoring, auditing, security and traffic analysis.
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WLAN-FORBIDDER SPECIFICATIONS :

The W-FORBIDDER subsystem prevents or immediately terminates any
connections between the computers in your wireless network and
unauthorized access points. The following is a list of W-FORBIDDER
functions and capabilities:

1. Analyze data packets and traffic from the following wireless standards:
802.11, 802.11a, 802.11b and 802.11g.

2. Monitor and ensure your computers are connected only to authorized
wireless access points; identify, prevent and terminate connections to
unauthorized access points.

3. Provide legl or authorized AP registration and delete registered AP
functions.

4. |dentify and analyze MAC addresses, IP addresses, fake MAC
addresses and fake IP addresses.

5. The W-FORBIDDER system comes with at least two directional
antenna units that can quickly identify the signal direction, approxi-
mate location and source of a wireless access point or device. Simul-
taneously, the W-FORBIDDER antenna units provide wireless
network coverage/connections for a 10-50 meter range.

6. The W-FORBIDDER system includes Wired Equivalent Privacy
(WEP) decryption functions. If the WEP key is known, the W-

10.

1.

FORBIDDER system can capture and decrypt raw data into applica-
tion layer format in real time. If the WEP key is unknown, the W-
FORBIDDER system is able to crack the WEP key once it has
captured enough raw data (this varies from network to network).
Provide optional interface functions that can support ESSD settings,
BSSID settings, and IP and timing alteration options for the system
manager.

Identify the location of unauthorized wireless access points.

Monitor, capture, decode, record, audit and analyze all traffic on your
wireless network.

Once it is identified that a computer in your wireless network has
connected to an unauthorized access point, the W-FORBIDDER
system issues a warning message to the network administrator and
can then either capture and decode the traffic or terminate the connec-
tion in accordance with predefined system settings.

To prevent unauthorized connections, the W-FORBIDDER system
can act as a computer in your wireless network, connect to any
unauthorized access points, and then send a message to the
unauthorized access points to stop accessing/connecting to your
wireless network.
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Wireless-Detective

The Wireless-Detective subsystem provides the following functions
and capabilities;

1. Scanning, monitoring, capturing, decoding and analysis of wireless
data packets to include the following standards: 802.11, 802.11a,
802.11b and 802.11g.

2. Captured raw data files can be stored in a tcpdump format. The raw
data files can be divided and stored in various sizes according to
date, time and file size.

3. Raw data files are captured in standard tcpdump format, which can
easily be read and analyzed by packet analysis software such as
Ethereal.

4, The raw data files can be copied (burned) onto CD-ROMs or DVDs.

EN_Forbidder_02

E-rmail : '
Welsrre] Chat WEB FTP Telnet

Hotmail




The Powerful Communication Protocols &

Interpreted Applications of W-Detective and Wireless-Detective

1.Set authorized AP/STA 2.Set rules for Forbidden AP/STA
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P2P file transmission is a serious concern for network managers
and is a source of security leaks. Proper monitoring is necessary.
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For Enterprises
Financial Institutions
Banks

Governments
Universities

WLAN-FORBIDDER can connect to external storage to provide long-term back-up of data.

Can also work with a NAS,
SAN or DVD/CD Library.

Wireless Connection
Management System

W-Detective Control /
SRR Auditing System

W-Detective

Portable Wireless Control /
Auditing System (Optional)
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