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E-Forbidder / WLAN Forbidder

Moving forward with the security of networking and computer forensics
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Introduction to WLAN FORBIDDER

m Control over wireless connection and auditing
equipments

m Prevent and block illegal Wireless connections (from
Internal to external network, from external to internal
network).

m For instant, illegal user trying to access a company
network will be blocked. A company user accidentally
connect to external network will also be disconnect off.

m Working in IEEE 802.11 a/b/g Standard environment.
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WLAN FORBIDDER WORKING
PRINCIPLES

WLAN-FORBIDDER provides the various features:

m Detecting the unauthorized AP/STA set up in inner and
outer company.

m Blocking any illegal connections when the unauthorized
AP/STA is detected and trying to make a illegal
connection in order to prevent the information leaks.

m Recoding/Auditing the information issued by
unauthorized AP and Sta.
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Leakage of Information and Security
Concern

m The criminal bureau ferreted out a suspect in Taipei who
stole wireless bandwidth, brushed the credit card, money
laundering. 15/June/2006 .....

m T[he suspect was trying to steal wireless bandwidth and
engaged in committing the network crime, Bureau Chief
Hou Yui instructed a special case group to investigate
into this event immediately...
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WLAN FORBIDDER
System — Equipments
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6.

WLAN FORBIDDER WORKING
INSTRUCTION

Setup the allowed list in server system.

Server System checks whether the connection
Is allowed or through W-Forbidder (capture).

Cutting the connection if it's illegal one through
W-Forbidder (Forbid).

Notifying Admin.
Auditing the notification.
Investigating the invader.
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WLAN FORBIDDER -
ALLOWED LIST

NO.

Condition Setup .~ Import

Para. A allow v ap v add v mac v| H00.e098:51:0006 | time{01 ¥[01 vl|23 v[&9 v| Submit |

ITEMN
Server info

Clipper state
Channels for scanning

Banned AF hst

2llowed AT lst

Bantied station hst
Allowed station list

fuash !
LIST

fpduzer 11111 li@localhost/chpper (state: Of) (size: O
» Brffer (Runmng)
1234567891011 1. Scanned channels
C00:e0:98:51:0806 00:00-12:00
C00:0d:0kb:al.cE25 00:00-00:00 2' BannEd AP and Sta
00:0a7949:.cd:00 00:00-23:59
C00:0d:88:44:e7.£3 00:00-12:00 3. AIIOWEd AP and Sta

0016011800 0000-0052 4, Backup via FTP

000z R las 08 00:00-23:59

Card AT lst:
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WLAN-FORBIDDER

Detecting APs and STA within

coverage area
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DPI : 1024768
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Data Mining a

Hard Disk Information : - 535G ¢ Used - 2.5G / Available - 49G / Available {%) - 95%

Capture lids

MODE: QAP @&STA
Save List Refresh:7 ¥ s. START STOP

Import s Wepkey/ History/ Work Log

Capture Size : 280 E. In Time Condition Dump Filter Condition

\sTa|scan |MANUAL | AUTO CLIENT MAC  STR. PACKETS BSSID WEPKEY CH. ESSID
- "DUMP | DUMP _ | . _ =
1 | @ | s1ART || START |[# ip 000CF1:238D:4D] 75 1177001794 C2F1:58  OPN | 6 SMC
2l e | ' #ip o017 9sC2FIEA] 5 5971 00:13:F7:31 BAEY | e

M«N2 , Total : 1, In page 1| Rows per page | 20|

Scanned Access points'
Info.

[mAaNUAL ;
“bump CLIENT MAC  STR. PACK

START ||_START | # ip 00:0C:F1:236D:4D] 75|

# ip D0A7-9AC2ZF1:8A | 5

STA SCAN BSSID WEPKEY CH. ESSID
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20|

WMu1lmwmw  Count:2,Total:1,Inpage 1]|Rowsperpage |
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WLAN FORBIDDER Features
1. POP3, SMTP, IMAP, Web Mails

MENU CONDITION : POP3 _192.168.1.170
E-gn POFS (6) E -

1657 éau duncana@mmir... Irex@decisio.. MOMNE RE.: little thing need your help Iresx jrm

tal : 1 ,In page 1|Rows perpage : 20 |[
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2ixe 1. Sender/Receiver. ik
B VOIR (4) =] - '- . -
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F-E=y WEBMAIL (117) ; Acco u n t a Ss

E-Em WEBMAIL (SENDER) - -

@ TELNET (14)

£
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T LA Attached Flles.

@, SEARCH -
----- £ ALARM T e N S y rrefea by MNP Ee oL e GER P BT T |
@ EXPORT &
p { A =y = B P s N > I 23
Egm MANAGE u e - @2 - [ (B @i | PO sas gipreess @ =- 8 = - L)
----- E = LOGOUT Ackchoess | (Y herps: i 192, 165 1 . 230 rmbme femlfz furdex. ol [~ —= = L H

DPI : 1024 %768
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Data Mlmng

‘Dear Caspcr.

We will process the payment. You should be gerrting it early next week. We
do hope you can ship some product brochure Together..

Looking forward for more busimess with you in future. Thanks.

Best remgards.

David =
Manager Director
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WLAN FORBIDDER Features

2. HTTP Web Browsing (URL and Contents)

& menu A|CONDITION : DYNAMIC - 192.168.1.131 / - /
E-Ea POP3 (B) NO. DATE / TIME® URL

2 E SMTP [7) 1) 20070410 164052 rad.msn.com

B Ga IMAP (25) 2 2007-04-10 16:32:34 ad addeliver biz

E-Eh FTR (18) a, 2007-04-10 16:32:34 ad addeliver biz

":"",35 WS (175) 4. 2007-04-10 16:32:34 ad.addelivert

EHl Ica 5. 2007-04-10 16:32:32 waane . gofars.n Cl ICk

E¥s YAHOO (7) &, 2007-04-10 16:31:52 tw yahoo., com

B4 VOIP (4) A Count:6,Total:1,Inpage 1|Rows perpage: 20  |[ Submi |

@ HTTP (1941)

g HTTP (DYMAMIC) =
' o4 ate ime rowse
164 (85 ,
JBS (18]
170 (3)
25 (@)
.4D (4) , EEER ]
Get Y1 Toolbar | Make Yahoo! Singapore your home page
?8 (‘3?) gapore y pag
E EM (325; Web | Images | Video Directory | News
192.168.2.28 (1) YaHoO! Search: | LAl Tho Web | Singapore |
E192.163.2.4 SINGAPORE e o e
a2
~Bl192 168.8.10 (1) Fage Gofene
+ WWEBMAIL (117 e
= ( ) ) Answers IntheNews |  Finance | Entertainment | Sports Chac R G ST T Free Mail: Sign Up
& Auctions 9121 am, Tue Sep 4
= WEBMAIL (SENDE & classifisd « Conservancy firm fined, general manager jailed for... =1 mail Messenger 8) Weather
E TELMET (1 4) AF Classieds + Boys' Brigade Sharity Gift Box turns 20
T3 Education « Missing armed NSman caught in Orchard Road
= - National Development Minister Mah to visit China
ﬁ el (1) B i Finance * Increase of dengue outbreaks in localised areas
A mmm oA s P Footbali* + Over $594,000 worth of contraband cigarettes
< | > - Singapore helps WHO train officials on blood.
@ Games 93p! P
- » More N
Data Minin N o
g e, m Croups Be a Better Smart Aleck an Answers! EXPERIENCE MUSIC DIFFERENTLY
@ Horoscopess Movies Video | Travel
i, Movies Ratatouille
g My Yahoo An adventure of a rat named Remy in Sony Ericsson
) News an upscale Frer\ch restaurant who is
Il desperately trying to become a chef
@ personals " = o - On the Grapevine Blog
[ Fhotos [y Read revievs L :
J Travel Take a Lifestyle Leap
2N video & Swing on to the Vine to hear what
© web Msgr E\) A others are talking about

Al Vahont Sanamon

m Ratatouille

ﬂ Sugar and Spice

» Jump in now



WLAN FORBIDDER Features

3.IM - Yahoo, MSN, ICQ, AOL, QQ

a1 wm

Count: 1, Total : 1, In page 1| Rows perpage : 20

# G FTP (18)
= Ry MSN (175)

192 188.1 55
Bl192 1881 57 (21

8 -
192.188.1.7 (1) /= MSN | 192.168.1.6 - Windows Internet Explorer
B9z 188178 (43) e - -
E1 092 163.1.84 (4) S g !E_ hitps:f202,39,29. 30{menmsn_msg. php?_IDX=1158 ¥ i el Certificate Ereor | ¥4 | X | i
E‘1 92.168.2.4 (5) File Edit Yisw Favorites Tools Help
i ISR iEoar | @ 19z s [ BB &Ea 7
Fm YAHOOD 7) [=—= -
o A Date Time: 2007-03-23 09:03:30 | User Handle: rex_lin_11@hotmail.com Every page :[100 |[ Confim | *
BOS WOIP (4) ! 5% 15 | )
& Date-Time User Handle Message File Name File Size
. i HITFe24) 2007_0,3_23 d ivel@h il.com hi_.good morning.
) ﬁ HTTP (DY MAMIC) [+ 283?933323
®l i WEBMAIL (1 1?) 090347 rex_lin_11@hotmail.com hi good morning
& 1.L-=_'J WEBRMAIL (SENDE 233?6531—33 = jvel@h P \Esetﬂfzetrueua;y solutions for the the network that we
&l ﬂ TELKWET (1 4) 238?653233 d ivel@h il.com We would have to get back to our client on this..
Il - Welel{)] 2007-03-23 : = ;
| rex_lin_11@hotmail.com i am talking w vincent now
%1 A e A 09:05:01 Sl °
< > 238?623053 d ive1@h il.com  oh.isee.
Data M"“ng . zgg?[ig%éa rex_lin_11@hotmail.com i send the draft to you first
zgg?[igiia d ivel@h il.com alrite. thanks...
23376235%3 rex_lin_11@hotmail.com but for the sip part, | need some more days
2387{;23{]—%3 d ivel@h il.com i see..
2337623;523 d ivel@h il.com no problem...
2007-03-23 ail ur Pt
Done (8 € Internet EAO0% v

:=2¢ - Transferred Files,...etc.

& mENU A CONDITION : MSN - 192,168.1.170 /

‘f! ‘1 POP3 (B) NO. ATE / TIME T SCREEN NAME PARTICIPANTS CONVERSATION COUNTS
5@ SMTP 7) 1. 2007-04-11 151109 S rex lin_11@hotmal com wedetectivel @hotmail com COMVERSATION %
g IMAP (25) . ' ' i —

click

- Date/Time, IP, Account, Mess4yes
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WLAN FORBIDDER Features

4. Telnet

%3 YAHOO (7)
4, WOIP (4)
@ HTTP (1941)

&= WEBMAIL (SENDE
_ ﬁ TELMET {14)

--BETEE R
~B192 168.1.47 (2)
B892 168.1.51 (1)

¢ Bl192 168.1.78 (B)
S 00 (1)

= g P2P [5641)

@, SEARCH

A ALARM
% EXPORT
gy MANAGE
R LOGOUT

nel - 10924+ 7R8 X
< >

Data Mining a

[47 [42m

! hitp:fifoy oo ps ol piT

hitp:ff pit ool Zoso

47 [E7c [ 30me

[#Tm

>

[ Pley J{

Fast

11 Copy

|| Clean

451 Applet TelnetPlayeri pplst started

5y & FEREER

Q MENU | Hard Disk Information : - 55G / Used - 2.5G / Available - 49G / Available (%) - 95%
_ 1 POP3 (B) NO. I"' DATE / TIMET ACCOUNT PASSWORD SERVER FILE NAME |'
ERISMIE ) 1. 20070411 15.16.50 140.112.90.72 FILE NAME
B IMAP (25) 2. 2007-04-11 18:16:47 140.112.90.72 FILE MAME
& FTP (15) 3. 2007-04-04 03:59:34 1401129072 FILE MAME
Ry MSN (175) 4, 2007-04-04 09:59:3 140.112.90.72
=8 1ca (1) 5. 2007-04-04 08:55:27 140.112.90.72 C | C
iz} W1 W Count:5,Total: 1,In page 1| Rows per page : 2["



WLAN FORBIDDER Features

5. FTP

& menu CONDITION : FTP - 192.168.1.78/
Hge POP3E) No. EATE'RTIH& ACCOUNT  PASSWORD ACTION FTP SERVER FILE NAME II -
g SMTP (7) o perp e — = — :
@ IMAP (25) 1. 191042 user 11 DownlLoad 192 168.1.68 _image. php
G *BI;TF' (18) 2 e user g0 11111 DownLoad 192.168.1.68  _http_search.php
192,168.1.78 (16) £ /
| By92168.1.84 ) 3 A 111111 UpLoad 192,168.1.68  fp.php -
Traa MM (75) 2007-02:16 C| ICk
Ica 1) 4 R 111111 UpLoad 192.169.1.68  fip.php ‘/

E¥m YAHOO [7) 2007-02-16
B, VOIP [ MATAR
@ HTE
i Datell ime, IP, Port, Transfer [ool,
b W
Hi .':’ 111711
34 Transferred File N t
codn rans erre ile Name e -C.
gD P

@, SEAR! s s LHLOA File Download

£ ALARM 11, A{':%‘fugj alluger jmyohxbe UpLoad

& EXPORT i i B
By AR AGE 12, Eggsiéju-gﬁ ailiisiy JeRiORE TR Do you want to open or zave this file?

e LOGOLUT 2006-11-086 :

¥ 3. e Huser jmyohxbe Download & Name: FTP_FILE_MOQSRsF.pdf
DPL: 1624 %758 14 23384;1528 alluser jmyohxbe DownLoad ki Type: Adobe Acrobat Document, 133KE
2 | s 18 23364;1426 alluser jmyohxbe UpLoad From: 202.39.29.30

Data Mining a 16, 2225;;,1;25 alluser jmyohxbe UpLoad

Open ][ Save ]| Cancel |

harm pour computer, If pou do not trust the zource, do not oper or

|@ YWhile files from the Intermet can be uzeful, zome fileg can potentially
L
= zave thiz file. What's the rigk?
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WLAN FORBIDDER Features

6. P2P (Kazaa, Bittorent, Limewire etc.)

= mEny A CONDITION : P2P - 192.166.1.26 / ~ /

g POP3 () No. [DATE/TIMET ENAM

B SMTP (7) P

B IMAP 25) ol 7484 Foxy 1900 MY SEFREMERMEZEE).Af  UPLOAD  BGQGDAYIY
®G FTP (18) g e 102011922 7484 Foxy 1900 MY SE7- Bl EE GamhE) asl UPLOAD  IBGQGEYIX
BBy MEN (175) i

4 2007-03-29 Faoxy v1.9.0.0KAN Traditional Chinese

=8 160 (1) il 022929397 5807 Fowy 1.9.00 e UPLOAD  FZE30DX¥TH
R 3 s .

: }'3 TALCNE g =R uTpSE BRI Eamranp TOMRRORNN TradtonalCRINGSe e aarr  RUESCERRIN
E-R, VOIP () 11:43:44 Setup.expj. .

@ HTTP (1924) B SR A022397 s807  Foxy 1900 O "1'9'D'O‘é‘zt\i;;axd;"°”a' Chinese  ypLoap  F2E30DXYTM
B g HTTP (DYNAMIC) (| = T e ; T ; s
.—.g WEBN(‘A'L(H?) M 1w Count:5,Total: 1,Inpage 1 |Rows perpage: 20 [ Submit |
H{E
-

ransferred File Name,...etc.

<SP M Bz

B | CWEOT b

Data Mining a
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WLAN FORBIDDER Features

6. Online Games (Hot, Kartrider, Ragnarok etc.)

EoR Lwares il
DECISIONY ¢ Y—" s
N ="

=P N

& 1R ) PC MName | Every Egai__:____

&Online Game | fir Delete | K Search

Ne [ I Date-Time 1P Port PP D-Pait Name

. ¥] 2007-05-14 11.26.02 192166120 3430 21176077154 &0 Hot

25 il 2007-05-14 10:17:55 192.168.1.20 2625 210.205.86.12 50 Kartrider

5 FE 2007-05-14 09:58:59 | 192.168.1.20 2294 210.208.96.12 a0 Kartrider

MM T HIF HR1H. HawE 18

‘ Date/Time, IP, Port,
Game Name, ...etc.
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Frequently Asked Questions

1. Why WLAN Forbidder?

WLAN Forbidder system is used to protect your Wireless network from external
assault as well as to prevent insides wireless STA from accidentally connect to
outside Opened Wireless network and loss the confidential information without any
notice. Besides, all Internet traffic using Wireless can be archive in the server
system for future reference if there is any legal issues.

2. Who should use WLAN Forbidder?

Security concerned organizations such as Government agencies and ministries,
banking and finance, university and research centers, enterprises and SMEs that
would want to prevent leakage of information through WLAN.
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. - o ' Employee Internet Management Appliance
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YOUR Revolutionary Technology for Surveillance and
Audit of Internet Activities!!

World
Recognition!
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