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Moving forward with the security of networking and computer forensics
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Introduction to WLAN FORBIDDER

� Control over wireless connection and auditing 

equipments

� Prevent and block illegal Wireless connections (from 

Internal to external network, from external to internal 

network).

� For instant, illegal user trying to access a company 

network will be blocked. A company user accidentally 

connect to external network will also be disconnect off.

� Working in IEEE 802.11 a/b/g Standard environment.
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WLAN FORBIDDER WORKING 

PRINCIPLES

WLAN-FORBIDDER provides the various features: 

� Detecting the unauthorized AP/STA set up in inner and 
outer company.

� Blocking any illegal connections when the unauthorized 
AP/STA is detected and trying to make a illegal 
connection in order to prevent the information leaks. 

� Recoding/Auditing the information issued by 
unauthorized AP and Sta. 
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Leakage of Information and Security 

Concern

� The criminal bureau ferreted out a suspect in Taipei who 
stole wireless bandwidth, brushed the credit card, money 
laundering. 15/June/2006 …..

� The suspect was trying to steal wireless bandwidth and 
engaged in committing the network crime, Bureau Chief 
Hou Yui instructed a special case group to investigate 
into this event immediately…
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WLAN FORBIDDER WORKING 

INSTRUCTION

1. Setup the allowed list in server system.

2. Server System checks whether the connection 
is allowed or through W-Forbidder (capture).

3. Cutting the connection if it’s illegal one through 
W-Forbidder (Forbid). 

4. Notifying Admin.

5. Auditing the notification. 

6. Investigating the invader.
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WLAN FORBIDDER –

ALLOWED LIST
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WLAN FORBIDDER Features
1. POP3, SMTP, IMAP, Web Mails
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WLAN FORBIDDER Features
2. HTTP Web Browsing (URL and Contents)
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WLAN FORBIDDER Features
3. IM – Yahoo, MSN, ICQ, AOL, QQ
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WLAN FORBIDDER Features
4. Telnet
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WLAN FORBIDDER Features
5. FTP
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WLAN FORBIDDER Features
6. P2P (Kazaa, Bittorent, Limewire etc.)
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WLAN FORBIDDER Features
6. Online Games (Hot, Kartrider, Ragnarok etc.)
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Frequently Asked Questions

1. Why WLAN Forbidder?

WLAN Forbidder system is used to protect your Wireless network from external 

assault as well as to prevent insides wireless STA from accidentally connect to 

outside Opened Wireless network and loss the confidential information without any 

notice. Besides, all Internet traffic using Wireless can be archive in the server 

system for future reference if there is any legal issues.

2. Who should use WLAN Forbidder?

Security concerned organizations such as Government agencies and ministries, 

banking and finance, university and research centers, enterprises and SMEs that 

would want to prevent leakage of information through WLAN. 
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Thank You!!!

YOUR Revolutionary Technology for Surveillance and 

Audit  of Internet Activities!!

Our 

Awards!

World 

Recognition!


