Decision Computer Group

E-Detective System

(Wired)

Moving forward with the security of networking and computer forensics
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E-DETECTIVE.

Professional Network Behavior Recording, Auditing,
Forensics, Legal Interception and Digital Property
Preservation System
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Introduction to E-Detective System

E-DETECTIVE. =/

Protecting business benefits and promoting office efficiency

A surveillance system for Internet activities designed for sniffing packets
from LAN network, decode and convert the raw data captured to original or
exact format of Emails (SMTP, POP3, Web Mails), FTP, P2P, Instant
Message (MSN/ICQ/AOL/Yahoo/QQ), Telnet, Website Browsing, VolP and
Webcam (Forensics usage — for YAHOO and MSN), Online Game Logs,

URL Web Browsing, SSL/HTTPS (another equipment) and such protocols.

Designed through
Sniffer Protocol Store t
network > rotoco > ore to
converter database
package
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Why Internet Surveillance is Needed?

Previously, companies can just use PROXY and BLOCK OFF Internet sites
and applications such as IM (Yahoo, MSN ...) etc.

Now, with so many no-cost communication tools available in the Internet, the
customers of these companies demand that these channels be opened up such
as Email, Instant Messenger etc.

This has caused the following:

a)

b)
c)
d)
e)
f)

A need to protect company information and helps in Internal Assault
investigation!

Abuse by staff. Indulging in personal related issues over the internet
rather than being productive at work.

Invitation of virus and spam mails.

Cookies with “malicious intent” penetrating the network

Bandwidth wastage — downloading from P2P (Bittorent, Emule etc.)
Staff sabotage
Company data lost
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Types of Companies that need 2
E-Detective System:

1. Financial, Banking and Investment Companies where all transactions
and communications need to be monitored and archived.

2. Companies like marketing, design house, high technology and R&D
firms, which critically need to prevent leakage of data. Staffs
communicate with customers or vendors through web-based system
need E-Detective to archive data.

3. Schools, colleges, institutions and universities that want to monitor
students and staffs online activities.

4. Government sectors and ministries that want to protect important
information from leakage.

5. Any company which want to monitor, backup and archive daily data.

L
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What your staffs are doing?

“Seems normal on the surface ...”

“What? Porno site? Stock trading?
E-Shopping? Staffs using Office hours
for personal interest,
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E-Detective System Uses Sniffer Technology

hlodemn Routey

Internet

Aulministator

Fort Mivrorine Switch' Hul

Wired F-Detective Svstem

EEEEEREE

MNetwork Users' Stafls

- Uses HUB, Port Mirroring/SPAN port Switch (Smart Switch, L2 Switch)
or TAP to copy network TCP/UDP packets to E-Detective system.

- Can be remotely managed anywhere in the World.
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A bigger picture of E-Detective System

Wired and Wireless E-Detective System Application

Switch hodem Router

[y [ ] [ ’QI Administrator

Network Users/ Staffs

LAN networlk:

nsers Port Mirroring Switclh/ Hub

E-DETECTIVE

— = s T

Wireless LAN

Wi ne e Wireless Station

Wired E-Detective System

NAS Recording KKE

™, AP
Alamming ’g?\ E’—ﬁmﬂl '9!?
. Wireless Station ;jp— i

Wireless E-Detective System

I
Archiving |
1
"

Reporting
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E-Detective Is easy to operate

{= E-Detective System - Windows Internet Explorer

@.\ v | & hupsitiznz .29 27

9| [#2][ ] [vshoot search |[2]-
File Edit Mew Favorites Tools Help

E-Detective System

Login ID : !ruot

PassWord : | ......

Mguage : ‘Engl\sh

[# @ Internet H100%

1) Just use IE Browser to login to ED system from local or remote site.
2) Uses https protocol for security protection
3) Multi password, user’s name and User’s Group for system login control
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Protocols supported E-Detective System

% .o v £ il

> E-Detective captures packets in the LAN network and decode
(decrypted) the raw data captured into exact and real format of:

- Email (POP3, SMTP, IMP4, Web mail),

- File Transfer Protocol FTP,

- P2P file transfer (Bittorent, eDonkey etc),

- Instant Messaging (MSN, ICQ, AOL, YAHOO, QQ),

- TELNET,
- HTTP URL Web Browsing and content, {?
- VolP & Webcam (Forensics and enhanced feature). L ,
: DECISIONY /3
- Online Games —

- SSL/ HTTPS (can be integrated into E-Detective system)
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POP3/SMTP/ Web mail Log

No .- Da‘te-Tim Sender
TFE 2?85450530 mika@@decision. com

23 i 2?854;0530 Star. Councili@rliformat. com
3. Dtﬂ 2?853;D1§D seven.times@msa.hinet. net
4. [ 4 2?352;0220 B53kenny@4 1 1now. com

5. 000 2?852;0220 hugo-leu@prolific. com. tu

B O 2?851;0330 technical@signetech.com
7= E 2?851;05? decision@decision, cam. tw
BB 2?351;05?] sweep@uoarden seed net tw
2. E Q?SED;DSED jerome@computersafmexico.c...
100 O W 28355;%? postrmasten@klhb. gov.tw

1. O 28355;%%0 sweep@aarden seed net tw
2 E 2835410230 invernail@featuremarketing. .
13. O 23354802? sweep@@narden seed net tw
14. [ 2335210430 ulcen@gordan.org

15 00 228%;%? casper kan@@msa. hinet. net

Suhject

Receiver cC
mikaf@decision. com tw test=§
B -
seven times@msa.hinet. net & A Star For Someone Specia
A F&: tool
kenigdecision. corm. tw B
g

ken@decision.com.tw

L T ol Rl )

P =

= T R

R= R i

an M= i

Cleap software

CRI+AR+DRIRtR

'192.168.1.60,/mi '9/index.html - Microsoft Internet Explorer

Tools  Help

B33 1K

52K

32K

ile 14 2 F
‘P Back - = - @ 7 | @Search [Ge] Favatites @Media @ | %v =] -

~=loi x|

Address I@ https: /192,168, 1,60/ mimeeml/3inde:, Html

| e |Links >

GSnagIt

| M6 123456789 ww=6

DeCiSion%\ﬂ TTPutct

Subject
Size

Source File ...

4 e e e T

| v

AT TIYrito 1ot vou
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IM - MSN, ICQ, AOL, Yahoo, QQ Log

Date-Time

2005-10-20
14:20:52
2005-10-20
14:20:02
2005-10-20
14:11:53
2005-10-20
14:07:19
2005-10-20
13:54:54
2005-10-20
13:41:04
2005-10-20
13:14:19
2005-10-20
12:53:04
2005-10-20
12:49:46
2005-10-20
12:46:19
2005-10-20
12:44:50
2005-10-20
12:43:42
2005-10-20
12:19:20
2005-10-20
12:19:24
2005-10-20
12:03:50

huLuﬁiﬂﬁﬁianG

No U}
s

jo—y

Nl Bl NEl EENCIEE Nl i Nl Ll ¥EH

IP
192.165.1.20

192.165.1.20

192.165.1.10

192.165.1.20

192.165.1.10

192.165.1.20

192.165.1.20

192.168.1.21

192.1658.1.21

192.165.1.21

192.1658.1.21

192.1658.1.10

192.1658.1.22

192.165.1.20

192.165.1.14

e0eeoee

T
@ MSN | T Delete | ' Display Set | A Search I- 1

User Handle

she0430@hotmail.com
she0430@hotmail.com
aries07 24@E@msn. com
she0430@hotrmail. com

ariesd724@msn. com

shel

shel
Date-Time

2005-08-17
hider | 11:22:02
2005-08-17
hider | 11:22:08
_ 2005-08-17
hider | 11.22:11
2005-08-17
11:22:20
2005-08-17
11:22:30
<het| 2005-08-17
11:22:36
seve | 2005-08-17
11:22:45
2005-08-17
11:22:48
2005-08-17
11:23:01
2005-08-17
11:23:04
2005-08-17
11:23:08
2005-08-17
11:23:11

2005-08-17
11:23:38

LWL

hide

arie

ming3l

/23 M2N 1192.162.1 10 - Microsoft Intemet Explozer
&' Date-Time : 20050817112202 | User Handle :

be®

2-|Shnw Mode : ) IP O Name | Every Page :| Canfirm |

Participants

yvonneld33@hotmail. com
yaoooay@hotrmail.com

natsukiDS2eE@hotmail. cod

User Handle
shel430@hotmail.com
shel430Ehotmail.com
she0430@&hotmail.com
shel430@hotmail.com

aries07 24@msn. com
she0430@hotrmail. com
ares0724@msn.com
shel430@Ehotmail.com
she0430@Ehotmail. com
aries0724@msn.com
aries07 24 msn. com

she0430@Ehotmail. com

aries07 24 msn. com

Conversation Count

| am Ken ...
What are you doi

Hi~ 't Arigs

Oh .. today is verf busy ...

Download files

Leaving the session..}

Joining the sessio,

5 =Canversation
Conversation
Conversation
Conversation

Conversation

2

3

User Handle
Participants

Conversation

Attach file

=101

EBoororoTT SoTrrucor
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z_-IS_hQW-M.F!ﬂES @) [P O Marme | Every Page ’m] Confirm |

FTP Server IP
192,168 1.249

192.168.1.249

192.168.1.249

192.168.1.249

192.168.1.249

File Name

requestion. php == §

requestgn. php

requegfion. php

ORI ]

L':-'E_H'-f{}-.

Al

R Do you want bo open or save this file’?

MHame: FTF_FILE_ulvDT&.jpg
Tvpe: IPEG Image, 467 KB
From: 192.163.1.230.

Opiet ][ Save ] [ Carwzel ]

| & FTP | W Delete | FiS Show Pass | & Search

N Date-Time IP User Pass Action
11:5 2?@%;05?” 192.168.1.10 decision | Uplaad
g 200D 192.168.1.10 decision e Upload
3. 0O 2?2:53';:01?” 192.168.1.10 decision S Upload
4. [ z?g%é:nz'én 192.168.1.10 decision s Upload
5. H 2?3%&?{%'3 192 1658.1.10 decision S Uplaad
R 2?2:52-;:0130 192.168.1.10 decision S rFffE—!:f
7 E?EZ';:D{ED 192.168.1.10 decision R

8. [l 2?3?2';%?3 192.168.1.10 decision

5, @ AR 192.168.1.10 decision e

10. O 2?352'&:0;0 192 168.1.33 user S ﬁ
1. O 2?@%’,}%;“ 192.168.1.33 user N

12, [0 2?3:52'&:01?” 192168133 uset s

% | e 192.168.1.33 user s

4. 0O z?gi';ﬁfn 192.166.1.33 user e

15 20051020 T . ﬁ'

password, Action, File
name, File Conte

N—

nt ...

Decision Computer - All rights reserved
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Wihile files from the Internet can be useful. some files can potentially
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Peer to Peer Communication (P2P) Log

2P | i Delee | @,Search Show Blode : ©) IP O PC Name | Every page :

No [] |Date-Time IP Port | PPuort Tool ‘File name

| O “oegr, MICIBIE 8 UOIZIATE T3 Fog 180 AVIDDRIDDIOOE TOOR UK. Downloadl
20 Wl | mieis o s s Fogieso 130092027 (1) MPG Download
30 0l weis o0 wemiwies 88 o860 130BIHIC? (1) MPG Download
s 0 S0P otEiE i 20542 BE3 Foxy 186D PIHI20TI~EP1297WM | mpg Download
5 0 ol wiesi® @ 20ma2 w0 FoyiSED  AVIODMPODMOOZE 0PIV POOY.  Download
MK 123456785 m Total 3493 , Total Page 699 , Current Page 1

Date/Tlme, IP, port, Transfer Tool,
Transferred File Name,...etc.
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10.
11.
12.
13.
14.
14.

URL Browsing Log

w ==
DDDDDDDDDDDDDDE-@

Date-Time
2005-10-20 17:01:50
2005-10-20 17:01:46
2005-10-20 17:01:40
2005-10-20 17:00:39
2005-10-20 17:00:39
2005-10-20 17:01:20
2005-10-20 17:00:58
2005-10-20 16:58:55
2005-10-20 16:56:12
2005-10-20 16:56:12
2005-10-20 16:58:12
2005-10-20 16:59:33
2005-10-20 16:59:39
2005-10-20 17:00:35
2005-10-20 17:00:30

|Mu 123456750 wmi=5

192.168.1.22 S mail2000. corm. tyy e g

192.168.1.22 G mail2000. com b I t I

192.168.1.22 mS. rail2000.com.tw U Address’ IP’
192 168.1.22 zfmir nease.net URL Content
192.160.1.22

zfmir.nease net

File  Edit Wew Favorites Tools  Help

192168 .1

192.168.1 - / 22
S e Back, - \\ﬂ; u m ::] SEarch '\.?,-\f Favarites @ L—d‘v = |_:] |_j
192,168 1) Address | &) http: v, yahoo.comf Go  Lnks
192.168. 1)) Make Yahoo! your home page Get
192,168 1 :
192.168.1 IHL?‘ %‘-@ % Y.'A-HOO’

182.168.1 Fina-nce £x Music iv Autos i e M il | =

Select Categons: m Images | Wideo | Audio | Directory | Local | Mews | Shopping

‘Search the Weh: | | [ ¥ahoo!:

Yahoo! Finance Loan Center: Hunting for your dream home? Get rates now,

(’_’_-’g Check your mail status: Sign In Free mail: Sign Up

3e0° Horoscopes blovies Real Estate Drag &
Autos Hotlobs husic Shopping Discus:
Finance Kids by Vahool Sports
Games Laocal [ews Travel I'H'I'H"_h-h
[l
@ & Internet
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Telnet Log
7 Peee0erroe®

-.‘;1’ o~ T
|8 Teinet | i Delete | R Search =1 2 ={Show Mode : &) IP_ O Name | Every Page :[15 | Confirm |
MNo. Date-Time IP User Pass Servel Recoid File Size
1 2?355';_01'238 192, 1681 245 53,104 212,56 4 =Record File H3E
J005-10-18 .
2¥m < 192 1681 245 50104 212 56 Biaiai Fila 536
3, v SO 192.168.1 20 140 131.7. Recard File 112K
5005-10-18 3 hitps://192.168.1.98 - Telnet | IP: 192.168.1.4 I Date / Time: 20%5-03-24 14:22:52 - Microsofi... [ |[B|[X]
4 B il 192 168 1.245 Date
5. [ 200_5—1?—18 192 163 1 245 User's input = B
03:34:45 ° Llser's input =
B, El —LoUElB 192 1651 245 Time «
011342
7. [ el 192 1681 245
231247 IP
0061017
5, B e 192 1681 245
2006-10-17
5. 0O 192 1681 245
201108
T s 192 1681 245 Server IP
' 16:04:34 Hesd:
2005-10-17 .
i B ARl 192, 1681 245 Size
20081017
) B A 192 1681 245
Ol 1218145 USer name
14, [ 2?250';_00';5 192.168.1 24
5 [ 5018 w1 Password

| H —

&) Applet TelnetPlayerfpplet started S P EEEn

2007
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Online Game Log

AR 192188115 4366 2102088672

2 [ 2070515171418 192.168.1.15 3085 210.206.86.12 all Kartrider

3 O 20070514 11:2602 192.168.1.21 3430 21.76.177 154 all Hot

4 [ | 20070514 10:17 55 192.168.1.21 25 210.206.86.12 all Kartrider

MH 1 wH Total 4, Total Page 1, Current Page 1

Date/Time, IP, Port, Game Name,...etc.
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Web mail Token Analyzer (WTD)

Allow user to define the web mail types for recognition and categorization
by E-Detective system.

Web Mail Token Analyzer

Save 3 Load -{ Upload M
-URL Signature Skring : .|email.a.bout‘com,l’.g.i,;’;l.ynamic,;’..

I .From ¢ E."-Decision" <decision_test@fastmail fm = | l B Analysis ] Prefix Token : }Iass:“DatTd" width="95%"> |“SuFFix Token : | <a href="{mail/*MLS=MR-* \_ _& Search
| To: | | l g Analysis ] Prefix Token : | | Suffix Token : | 1 iy Search
| CC | | l B Analysis ] Prefix Token @ | | Suffix Token | 1 _g Search
|BCC: | | l Bl Analysis ] Prefix Token ! | | Suffiz Token : | \ _,& Search
| Subject : | | l B Analysis l Prefix Token : | | Suffiz Token | 1 _,& Search
| Date : | | l Bl Analysis ] Prefix Token : | | Suffix Taken | 1[ _‘g Search

HTML Source Code

| <IDOCTYPE html ~
PUBLIC " /%3C/JDTD HTML 4,01 Transitionalj{EN"

"htkp: s w3, org/ TR {html4floose. dtd" > =
<html lang="en-U5" > <head<title »¥iew - Re: wtd test<ftitle > HTTP. Connection Setup &
"revisit-after” content="30 days"> —_—

oy coniontoeneral Server LRL ! |https:j192.168.1.207] iz
stribution” content="global" =
ey hiref="{mail{MLS=IMR-**22% SME-MF- TP=0; SMB-MF-SF=Date _1; SMR-MI=22;5MR-PT=;Ust=433c89e 4108164109 SMR-FM=1;5MB-CF=8175321;5MB-MF-DRfl Login Username : |mot |
niext” href="{mail[FMLS=MR-**22%,5MB-MF-TP=0;5MB-MF-5F=Date_1;3MR M[=22; SMR-PT=;Ust=433c8%41081641b9; SMR-FM=1; SME-CF=58175321 ;5MBE-MF-CR
up" href="{mail{?MLS=MR-**22%*,5MB-MF-TP=0; SMB-MF-5F=Date_1;SMR-MI=22;5MR-PT=;Ust=433cA%9=4!081641b9; SMR-FM=1; 5MB-CF=B175321;5ME-MF-DR=3| Login Passward : |u.... |
‘skylesheet” bype="textjcss" href="/styles/defaults.css" =
<link rel="stylesheet" type="textjcss" href="/pages/fastmail/styles/professionalblue2004-ie7.cs5" > D Lse HTTP Prasy

<fhead>
<body class="body"=

Proxy IP :

‘post” action="http:/ fiwv, Fastmail Fmfmail/ 7Ust=433c89e41081 64 1bI;UDM=43" enctype="application/x-www-form-urlencoded” name="memail" = | |
MR-*+22%" name="ML5" byp idden’ =
name="SMB-MF-TF" type="hidden"» Proxy Port ! | |

E "SME-MF-5F" bypy idden" =
"22" name="SMR.-MI" type="hidden" > Proxy Username :
name="SMR-PT" type="hidden" >
idden"> Praicy Password :
"8175321" name="5MB-CF" type="hidden" >

"20" name="5MB-MF-DR" type="hidden" >

R-ST*" name="MFeedbackSignal" type="hidden"=
charset_" type="hidden" >

<noscript = <input bype="hidden" name="najs" value="1"»</noscript >
<table width="100%%" cellpadding="0" cellspacing="1" barder="0" class="ThlBox"=<tr > <td=
<kable class="HdrThl" border="0" cellspacin cellpadding=" idth="100%" > <tr alig

st widd
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IP / PC name (Homologue)

= Users Management

2 Online IP st | W Delete L§ LIE Hide P @Sip Pl inyort, 2. Everypane 0 I[_Confirm |
No. il e . User IP Pt Name At least time Group
1i i () \ 20366 137 1607 i 0000-00-00°00-00:00 GROUPT
2 I (@) N\ 220.130.112.181 i 0000-00-00 00:00:00 GROUP1
3. il O . 20130112131 o 0000-00-00 00:00:00 EROLPT
4, 1 O h 0.54.12?.50 sy 0000-00-00 00:00:00 GROUPY

Targets' Stat_u_s__,:IP, Corresponds to PC
Name, Group Management,...etc.

I | . [t e 4o LJUL-LU-ULULELILELIL (Rl — il
W O O 76. 160,126,134 - 000C-00-00 00.00.00 GROUPT
. m e 218.106:81.147 e 0000-00-00 00:00.00 GROUPT
6 O O 14012747717 - 0000-00-00 000000 GROUP
7. O O 220.130.112.99 ot 0000-00-00 £0:00.00 GROUP
8. 0O O B0.244.111.20 o 0000-00-00 00:00.00 GROUP1
9. 0O O 220.130.112.182 w 0000-00-00 00:00:00 GROUP1
2. 0O © 220,132.160.101 wr 0000-00-00 00:00.00 GROUP
MM 123456789 wm Total 282 , Total Page 15, Current Page 1
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Powerful Search Record and Data Mining

5 Search All - Microsoft Internet Explorer ;Iglll
=
‘ s .) Search Conditions , ( \
I I Search The Condition Search Mode SEARCH KEY
Date : &~ &
Tme: ] &1 = = o Al Support By IP, Mail
Source P Account, Date, Time
E-Mail Add i I ’ ’ ’
— Il_ Sender [T Receiver T CC T BCC Bl Keyword’ Attach
ubject :
Webmail Type : | j =]=] file ceoe etc
FTP Server : | & j
FTP User : I
1]
MSH Account : 2_| &

[T User Handle [~ Participants

1)

ICO Account : |j |
[T User Handle [~ Participants

a hitpeff202 3039 27 - Data Mining - Microsoft Internet Explorer |Zl|§|[g|

1)

‘Yahoo Account : 2.|
[T User Handle [~ Participants

URL : ||

Telnet User : |

HELLO

Other : |

Resetl Search | Close @

|@ Done

Decision Computer - All rights reserved
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Auditing the Specific Targets

Notification Service CI |Ck
D Create a New Nutiﬁcatﬂup
X |8 co User Account s 192 168.1 237 S Fy to- 0BCISioN_test@pchame com tw | Modity | i
X | EpaE P is 192.168.1.237 C2bFyy to: DECISION_test@pchome.com.tw | Madify | 0
X | Bmsn User Account is CECISION_service_center@natmall | cipy 1o chang_kan@decision com tw,mathB24@gr | Modify 1
X [Rewsy  w® - b to: CECISION_test@pchome.com tw | oy 0
X |Grorz 1P
X 8a User Accour
X | & Webmails IP — -
X |w Notification Condition Forward to
w1, POP3 | Sender v/ | n |[Add]
IMAP | Sender | | 1] | [Add]
Date Ty ¢’ SMTP |Sender V| | | | H“ﬂ‘dd]
_ Webmails | Sender ""| | | | | [Add]
MSHN |UserAccnunt V|| | | Hﬂndd]
Yahoo |UserAccount v || ] | [Add]
ICQ |UserAccnunt V|| | | Hﬂndd]
Q0 |User»‘-‘accnunt V|| | | |[Add]
&) A S o S

Decision Computer - All rights reserved
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Data Backup

O Pl ol e ac up ¥ o+ [0 0070330170547 846 2007_03_30_17_05_47 isa
ea58 CINeC T
. X v [0 2007.0330_1651:37 14 2007_03_30_16_51_%7 iso
Time: Hour  Day Manth Wesk Xt O M0M03H0 165126 BOK 2007 03 301651 % s
B | ”'l | 3 ¥~ [0 Z00703-30_164244 18M  2007_03_30_16_42_d4 iso
y POP3 SMTP IMAP FTP
Sedtins OB Qo PR WS IcG Yahoo HTTP
|_ 0K [ Reset | ¥ ’ URL Content Webmail [ Wabmail (Send) Telnet
S Qa PP P2P
Madules : [Z]POP3 S TP [ Iap
FIFTP [ iSh , - - )
EIYAHOO FIHTTR - [ﬁ FTP Ll-agm Information el
FIVEBMAILR  FIWEBMAIL @) This iso iamge will be uploaded and deleted S
Flao F PP at two o'clock every day! uo|

Ftp Host :|192.163.1.249 |

v [Delete

Port Nember : |21 |

User : |a||user |

Receiver : | Directory : |ISO_FILE |
OON ®OFF
| WirDalete
Ho  El Receiv . Submit || Reset
1. [ sunny@decision. com. by

WM 1 e Total 1, Total Page 1

— FTP Auto Backup

Decision Computer - All rights reserved
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3 hitps:/f202 39 320 37 - Report - Microsoft Intermet Explorer

Report — Single and Group Report

Report

Report by Group
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Report — Statistical Report List

Network Services Usage Weekly Report

chart by amCharts.com
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Report — Statistical Report List

Top Users of Network Services

Top Users of Network Services
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Top Web Sites

Top Web Sites
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Online Users List
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Report — Statistical Report List

Last Month Keyword Trend Report
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Expanded storage

E-Detective System supports Expanded storage such as
NAS, SAN (FTP), CD Libraries, Tape Storage, etc

K

Co-work with NAS, SAN
~ or DVD-CD Library

SAN (FTP)
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E-Detective Models

We provide some E-Detective system modules to customers.

We challenge all sort of technical designs to meet the need of customers.

E-Detective Models & Spec

Model Client = External ]
Nuirriier PIC Supported HDD SIZE DUD Storage Support Infrastructure
. , | |
ED-FX6 - 10-49 80G . - Single
ED-FX30 50-200 160G v/ - Single
~~ 120G-300G Subbort
ED-FX100 ~ guuuess® |  201-999 Mo \/ pp Double
ED-FX120 II | above1000 120G-300G \/ Support Double
< - Max.
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Frequently Asked Questions (1)

1. What is E-Detective?

E-Detective is an Internet Surveillance, Professional Network Behavior Recording,
Auditing, Forensics, Legal Intercept, Digital Property Reservation system.

2. Compare E-Detective to Firewall, IDS, IPS and UTM systems, what are
the major differences between them?

E-Detective does not interfere the network activities or condition. It uses sniffer
technology to sniff packets from mirror port of a switch or hub and decode,
reconstruct the Internet raw data and display them in original format (real and exact
content). It is a system to trace back every evidence of confidential information loss
through the Internet (protect from Internal sobotage). While Firewall, IDS, IPS and
UTM systems can create policies, rules and limit or block access to some services
and applications (protect from outside attack).

3. |s E-Detective system a software or an appliance?
E-Detective system is an appliance (Software loaded into hardware equipment).

4, What Operating System E-Detective used?
E-Detective uses customized Debian (Linux OS) from our team of Engineers.
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Frequently Asked Questions (2)

d. How many version of E-Detective is available?

E-Detective consists of Wired E-Detective system (working on LAN network) and
Wireless E-Detective system (working on WLAN 802.11a/b/g network). The Wired
E-Detective system can be further classified into Standard Wired E-Detective
System and Forensics Wired E-Detective system. The major different is Forensics
Wired E-Detective system has some features not found in Standard E-Detective
system such as VOIP and Webcam features, interface to import raw data for
decoding/parser etc.

6. What type of protocols decoded my E-Detective system?

E-Detective system can decode and reconstruct Emails (POP3, SMTP, IMAP,
Web Mails), FTP, P2P, Telnet, Instant Messages (MSN, Yahoo, ICQ, AOL, QQ),
Online Games, HTTP Web Browsing URL and Contents etc.

7. What management function E-Detective system provides?

Data backup (Auto, Manual, FTP), Reporting, Search and Data Mining, Auditing
Specific Target, Creating Rules and Warning/Alarming, Delete Data and others.
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10.

Frequently Asked Questions (3)

In what format E-Detective captures and save the raw data?

E-Detective capture and safe the raw data in tcp dump format. By using any
network analyzer tool such as Ethereal, the capture file can be opened and
analyze.

Does E-Detective supports any other raw data format for data decoding
and reconstruction.

Yes, E-Detective supports raw data save in format like pcap, cap. These raw data
can be imported into E-Detective system for decoding and reconstruction purpose.

For Emails capturing and reconstruction, are Lotus Notes and Microsoft
Exchange server based emails supported?

We don’t support Lotus Notes and Microsoft Exchange because both these
systems have their own archiving/backup server system where administrator can
retrieve emails from the server easily. Besides, both of them are using their own
proprietary and encryption that we don’t intend to break. If SMTP Gateway is
used, then E-Detective system can decode the emails content.
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12.

Frequently Asked Questions (4)

What web mails is supported by E-Detective system?

Web Mails supported by E-Detective Hinet, Hotmail Standard, PCHome, Yahoo
Mail Standard, URL, Giga, Yam, Sina, Seednet, mail.tom.com, mail.163.com,
Sohu.com etc. Hotmail Live, Yahoo Beta Mail and Gmail which use AJAX web
client are in our road map.

Why | can’t record and playback VOIP and Webcam sessions?

Please make sure that you have Forensic Wired E-Detective system or Wireless
E-Detective system. This feature is not included in Standard Wired E-Detective
system. MSN and Yahoo Messenger are updated often and E-Detective needs to
have the latest parser to decode the VOIP and Webcam session. Therefore,
please check with our support team regarding your version of MSN and Yahoo
Messenger used. For playback of recorded VOIP and Webcam session for MSN
Messenger, some configurations need to be set on the E-Detective system. For
playback of recorded VOIP and Webcam session for Yahoo, there is no setting
needed to be set on the system itself. However for Yahoo VOIP playback, GIPS
codecs is needed. Please refer to our support team or user manual for more
details.
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13.

14.

15.

16.

Frequently Asked Questions (5)

If the network is DHCP based, how can a user/staff be tracked?

It is advisable to use static IP instead of DHCP. However, AD Server can be used
to solve this problem.

Can E-Detective system tracks user by MAC address?

Yes, E-Detective can track user by MAC address. Search user by MAC address is
available. Besides, MAC address is can be seen when the pointer is pointed on
the IP address.

Can E-Detective system searches keywords of different language?

Yes, E-Detective system uses unicode format. As long as the keywords are sent
or received in unicode format, E-Detective can search for the particular keyword.

What application is Data Mining limited to?

Current version of E-Detective can provide data mining for Emails (POP3, SMTP,
IMAP, Web Mails) and Instant Messages (Yahoo, MSN, ICQ,QQ, AOL). Providing
data mining services for Web Content will utilize lots of processing power due to
large Web database. However, our R&D team will come out with the version that
can support HTML Web content keywords search (data mining) in the near future.
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Comparison of ED and Other software (1)

Features E-Detective Other software products
Software or Hardware? Both Only Software
Standalone / Network? Network Both (depends on software)
Install to each PC? No Yes
Remote Access? Yes Yes
Software customizable Yes No
Number of Users can be more than 2000 users small limited number
Difficult to install? Easy Hectic
Method of Monitoring Reconstruct Entire Internet Contents Normally using screen capture
Can capture attachments? Yes No
Can capture VOIP messages? Yes No
Can capture Webcam transmissions? Yes No
Data Mining (Keywords) Yes No
Warning / Alarm Yes No
Search function Yes Yes
Data Backup / Archiving Yes No
Scalable Storage Yes Yes
Reports Yes Yes
Customizable Reports Yes Yes
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omparison of ED and Other software (2)

Internet Protocol Reconstructed

E-Detective system

Other software product

1. Email
a. POP 3
b. SMTP
c. IMAP
d. Web mail - Yahoo, Hotmail, etc
2. Instant Messages
a. Yahoo Messenger
b. MSN Messenger
c.ICQ
d. AOL
e. QQ (Chinese ICQ)
3.FTP
a. Upload
b. Download
. URL / HTTP Browsing (Link)
. HTTP Web Content

4

5

6. Telnet
7. Online Games

8. P2P Communications
9. HTTPS Content

10. VOIP and Webcam

11. HTTP Download

Yes (with attachment)
Yes (with attachment)
Yes (with attachment)

)

Yes (with attachment

Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes (including playback)
Yes
Yes
Yes (Integration with HTTPS/SSL Device)
Yes (MSN and YAHOO)

Deog

. C ii]esl i

Yes (mostly no attachment)
Yes (mostly no attachment)
N.A

Yes (mostly no attachment)

Yes (but not file transfer)
Yes (but not file transfer)
Yes (but not file transfer)
Yes (but not file transfer)

N.A

Yes (only log)
Yes (only log)
Yes
Yes
N.A.

N.A.

Yes (but less info)
NO
NO
N.A
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Wired E-Detective superior than other
software products

1. Wired E-Detective is a complete appliance (software + hardware)
with backup system.

2. Wired E-Detective is network based product (supporting
thousands of users) which does not interfere network activities.
Unlike other software products, which are normally standalone
and supported very small network size. Installing Wired E-
Detective is easier than installation other software products.

3. Wired E-Detective comes with powerful management function
which includes: search and data mining, reporting, archiving etc
which normally can’t be found in other software products.

Decision Computer - All rights reserved
2007



"
Q&A

We support remote software update (By Internet Connection)
and function customization based on user requirements

For more information, please visit E-Detective system
website

www.ed-system.sq

www.decision.com.tw

Contact us at Email: vincent@decision.com.tw

frankie@decision.com.tw
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. - o ' Employee Internet Management Appliance
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YOUR Revolutionary Technology for Surveillance and
Audit of Internet Activities!!

World
Recognition!
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Thank Youl!!!
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