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IMPORTANT NOTICE

This guide is delivered subject to the following conditions and restrictions:
Copyright Decision Computer Ltd. 2007. All rights reserved.

The copyright and all other intellectual property rights and trade secrets
included in this guide are owned by Decision Ltd. The guide is provided to
Decision customers for the sole purpose of obtaining information with respect
to the installation and use of the E-Detective System, and may not be used for
any other purpose.

The information contained in this guide is proprietary to Decision and must be
kept in strict confidence.

It is strictly forbidden to copy, duplicate, reproduce or disclose this guide or
any part thereof without the prior written consent of Decision.
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Introduction to Wireless E-Detective System

Internet application becomes more and more popular by the emergence of
broadband Internet. Popular but unregulated Internet access has caused a
challenge to the management. Wireless E-Detective system can sniff and
decode Internet activities through Wireless LAN (WLAN) such as emailing
(POP3, SMTP, IMAP, Web Mails), chatting (Yahoo, MSN, ICQ, AOL, QQ),
HTTP/URL Web Browsing and Files Transfer (FTP) upload and download,
P2P upload and download, Telnet, Online Games, VOIP and Webcam (MSN
and Yahoo) etc. E-Detective system can improve corporate efficiency,
prevent network resources from being misuse, guide network administrator to
block the loophole of confidential information leakage, monitor cyber-slacker
and avoid accidental deleting and damage of email (recover from backup).

Network Sniffing is one of the important the way to preserve evidence. It will
duplicate every Internet activity and data transferred, and it also needs a
powerful system like E-Detective to perform online Internet sniffing, real-time
recording, categorizing, correct misbehavior, data mining, statistics analysis,
etc.

Wireless E-Detective system adopts optimized Linux as the kernel and plus
powerful Java Applet to provide a complete graphical interface for user. User
can configure and use on the fly (Plug & Play). Wireless E-Detective’s speedy
packet sniffing technology can sniff on specific target or scope (selecting
wireless devices with similar channel) without interfering original network
environment.

Since wireless access to Internet has been very popular in everywhere,
Wireless E-Detective system can be used by police, military, information
investigation and forensic departments to track down illegal internet activities
such as illegal betting, transactions, access and others.
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Product Benefits:

Emails Automatically sniff and back up incoming & outgoing e-

mail (including Hotmail and other Web Mail),
[POP3, SMTP, IMAP, anonymous user and attachment for tracking leakages
Web Mail] down to insure security.

Internet Chatting
[ MSN, ICQ, YAHOO,
AOL, QQ]

Faithfully sniff and record chatting contents, user’s
name, account and IP.

File upload &

download ( FTP)

Back up uploaded and downloaded files for

management and tracking.

Website (HTTP)

Monitor and capture all websites browsed including
updates to Windows, Anti virus etc.

P2P upload
download

&

Monitor and capture all P2P Communications (upload
and download) sessions like port used, peer’s IP
address, peer’s port address etc.

Online games

Monitor and capture all Online Game sessions such as
Kartrider, Ragnarok Online, World of Warcraft etc.

Decryption of WEP
key

Capable to decrypting WEP key of length 64, 128 bits
with enough packets captured.

Warning message
and remote
monitoring

Set up warning policy: collect the data that meets
warning policy and send warning mail to designated
account, also can remotely monitor via browser at the
same time.

Powerful Search
and Data Mining

Capable of Search by different applications and data
mining by keywords.

Easy installation

Easy operation; one main unit can provide full-scale
services.

Copyright © 2007 Decision Computer International Co., Ltd
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System Setup and Implementation

Wireless E-Detective system uses sniffer mode to sniff wireless network
packets ranging from 0 — 100 meters depending on the environment setup.
For indoor environment with walls, furniture blockage, the coverage range
could be reduced. For outdoor with very less blockage and line of sight, the

coverage range is more. Higher gain antenna can be used to extend the
coverage range of sniffing wireless packets.

Modem Router

! Internet
Wireless Station g} k\ g Wireless Station
24| &
e,

i Access Pomt
Wireless Station g\\ ( ( E Wireless Stanon

=
Wireless E-Detective Svstem

Figure: Wireless E-Detective System sniffs wireless packets from WLAN
network
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System Installation

Please follow the following steps for system installation:
1. Switch in the power supply and the Wireless E-Detective system.
2. Insert the Installation CD into the CD ROM.
3. Set from BIOS of the system to boot 1% from CD-ROM.
4. Reboot the system.
5. The installation CD will automatically start the installation process.
6. If you see the following message, the installation process will stop:
Accept or Don't ? Please answer (Yes/No) : yes
Now starting to install E-Detective System........
This version is Unlimited.

***** HardDisk Configuration *****

Do you want to continue ? yes

1: hdc : ASUS CRW-5232AS, ATAPI CD/DVD-ROM drive

2 : hdc : ATAPI 52X CD-ROM CD-R/RW drive, 2048kB Cache, UDMA(33)
Please answer (Yes/No) : yes

Please input YES to continue or NO to stop the Installation process.

7. After the installation complete, you will see the following setup:
Local login :
Username : root
Passwd : 111111

Remote login :
Username : root
Passwd : 000000

Default IP : 192.168.1.60
Copyright © 2007 Decision Computer International Co., Ltd
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Default GW : 192.168.1.1

Please press Ctrl-Alt-Delete to restart the system.

If you need reset E-Detective server's IP,
please excute " SetlP " after local login.
hd = /dev/hda, hd1 = (null), cdrom = hdc, status = 2

WARNING : could not determine runlevel - doing soft reboot

(it's better to use shutdown instead of reboot from the command line)
shutdown : No such file or directory
/bin/eject : unable to find or open device for : "cdrom"

BusyBox v.0.60.3 (2002.06.20-18 : 01+0000) Built-in shell (ash)
Enter " help " for a list of built-in commands.

sh : can't access tty ; job control turned off.
#

Note: Please reboot the system and extract out the installation CD. If not, the
system will always boot from the CD-ROM and repeat the installation.

Copyright © 2007 Decision Computer International Co., Ltd

9



System Setup

E-Detective System default IP is 192.168.1.60, default Gateway is
192.168.1.1. If you would like to change the IP, there are two ways to change.

Locally Login
Note: Change/Set IP locally is done by connecting a Monitor and Keyboard to

the E-Detective system.
User can login locally using username: root and password: 111111 to

configure SetlP configuration as follow:

debian: ~# SetIlP

IP(192.168.1.59): 192.168.1.589
Netmaszsk (255. 255, 255.0):
Eroadcasti(l9Z.1658.1.255):
Gateway(l92.165.1.1):

¥ou hawve entered the following network information:
Ir  192.165.1.59

Network : 2Z55.255.2E55.0

Broadcast: 192.168.1.255

Gateway @ 192.1e8.1.1

Iz the information correct? [(Yez/HNo): YESI

On screen will show the following message (IP, Network, Broadcast,
Gateway), identify where the information is correct, if so enter “Yes” to
complete the IP setup. The following message will then be shown:

Copyright © 2007 Decision Computer International Co., Ltd
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MAN NIC: ethi

35H PORT: Z2

Feset 0OE!

Broadcast message from root (pts/0) (Fri Jun 2 17:01:46 2006):

The systewm is going down for reboot NOTW!
Broadeoast message from root (ptss0) (Fri Jun 2 17:01:46 2006):

The svystemn is going down for reboot NOW!
debian: ~#

Remotely login

User can remotely login using username: root and password: 000000. Before login to E-
Detective system, make sure the user PC is within the same subnet as E-Detective system.

After login, please select [Manage], [System], [Network Setting], and [Setup] to configure the
IP. After completed the setting of IP, please click [Submit] and [Finished]. The system will

restart to complete the IP setup.

Wireless E-Detective System Functions

A. Local and Remote Login

e For local login, the default URL is: https://192.168.1.60

e  For both local and remote login, please input default user’s name: root
e Default password: 000000

e Language: Selecting preferred language.

® Press the button [Login] to log in system.

Copyright © 2007 Decision Computer International Co., Ltd
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Security Information I'E|

ﬁ} IMMMMhmmmu:
s,

[ ghreis weamed bo cdispllass Ehes reorSscinm shemes T

| s [ Ho ] [ bl oo B ]

-:';’__________P_T:ES-E Yes I::-u_tt-:n-_i_____'___:;;

Username please: |m ot ‘

Password please : |""u |

Please choose youwr language : | Traditional_chinese

K
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The navigation bar listed on the left panel, it shows all functionalities and
targets’ IP. Users click the targets’ IP to see the records captured.

There is statistical number after category (POP3, SMTP, FTP, HTTP, etc.).
That number means the total records captured and belonged to the particular
category or target’s IP. Ex: POP3 (48), POP (117)

3 hitps:/192 168.1 99/main php - Microsoft Intemnet Explorer

BEE O A0 #EEw IED HE® 5
Q5 O NAG Presemer @ 3-5 1 Ui
L) | &) hps192.165.1.99¢main phy v Bz @

Gougle Cv v BBl o E v Ov
@ wenu # Hard Disk Information : - 73G / Used - 7.8G / Available - 616G/ Available (%) - 88%
E-@ POP3 (117)

~Bingziep)
~Bigp 18811 (1)
~B192.168.1.108 {
~B192 1681131 {
~B192 1681136 2
~B192.188.1.151
1
1
1
1
1

)
)
)
i1
~B192168.1.164 4)
~By92168.1.170 1)
~BE92168.1.3 (1)
B9 16813 )
~B192168.1.4 (15)
By 1ee 119
B9 1689109
~B152 163967 59)
B9z 188.9.95 (12)
B SMTP (46)
Bl IMAP (1)
Bt FTP (19)
B Ry M3N (571)
a8 ca )
E-¥ YAHOO (2
B

B

B

B

B

44, VO (5]

@ HTTP (25532)

- @ HTTP [DYNAMIC) (4518)

i WEBMAIL (308)

- WEBMAIL (SENDER) 37) o

Data Mining &

{1 POP3(117) IMAP(4) ShETR(46) FTP(19) MSN(571) 10Q(2) YAHOO(2) VOP(5) HTTP(25592) DYNAMIC(4818) WEBMAIL (R)(208) WEBMAIL(S) (7 8 @ EaE
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B. Email Recording

Emails recording supports :
1. POP3 [ inbound ]
IMAP [ inbound ]
SMTP [ outbound ]
Webmail [ inbound ]
Webmail (send) [ outbound ]

Sl e

1. POP3 [inbound]

POP3 [inbound] records detailed information of each received e-mail,
including full text analysis, receiving date, time, sender, receiver’s IP, receiver,
carbon copy, topic, account, password and attachment. All POP3 emails
running on applications such as Outlook Express, Microsoft Office Outlook
and etc. will be captured in the Wireless E-Detective System.

& meny #|CONDITION : POP3 - 192.168.9.67 / - /

B POP3 (117) NO. O DATE / TIMEt FROW TO cc SUBJECT ACCOUNT PASSWORI ™
~B10932 190 ) 20070202 . . . A .
-B492 16811 0] 1. 154447 frankie@deci...  sendce@deci.. vincent@.. I RE: Reguest for update version of Wi.. Senvice@.. yrhhig

Bl 188.1.108 (1) S007-00.02 )
8492 160.1.131 0] 2. 15.44-47 tonyi@tsuensh... serdce@deci..  printk@y.. L RE: RE: FYW: Feedback From Decision Senvice@..  yrhhig
~B192 1681136 2) =

Blg7 168.1.151 (1) 3. 2?2?43_2492 casper@decis... senice@deci... HOME ¢ 3 service@...  yrhhig
~B152,168.1.164 (4 02

; ; 4. AOTH2L2 e cision@dec. . senicegdeci.. MOME 4 Fw: Question service@... yrhhid

~Bygz g3 1170 (1
Blyg2.168.1.3 (1)

164447
5] APOE @tsuensh... senice@deci NOKE V. Feedback From Decisi service@ rhhig
~B192.168.1.35 (2) : 15:44-47 i sedback From Decision Loy

~B152 168.1.4 (18] 0070202 ' '

Big2 168,119 (2) 6. T5aa 47 Printk@gmail . serice@deci.. MOME & Re: Feedback From Decision service@.. yrhhig
~B192 163.9.109 2) 2007-02-02 ) )
B30 165 0 67 E9) 7. 1544 47 Jim@pengo.ca.. serice@deci.. michael@.. ¢ RE: RE: ED system service@.. yrhhig

Features in this user interface (Ul):
[1] : W Attachment: There will be a symbol appeared if there is more
than one attachments included.
[2] : -+ Download: A link to download the record.
[3] : Subject: Click on e-mail’s subject to see the content.

View Email Content:
The following diagram is popped up if user clicks the subject name.

Copyright © 2007 Decision Computer International Co., Ltd
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click this link to see the source
code of this webpage

click this link to see
the attached file

&
&
8
b

The Decision company does not have the information of Tsuen Shing and your seller (31E). That is why it took time to reply you and resulted in this unwanted delay.
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2. SMTP [outbound]

SMTP [outbound] records detailed information of each received e-mail,
including full text analysis, receiving date, time, sender, receiver’s IP, receiver,
carbon copy, topic and attachment. All SMTP emails running on applications
such as Outlook Express, Microsoft Office Outlook and etc. will be captured in
the Wireless E-Detective System.

& weny 4| CONDITION : SMTP - 192.168.1.108 / ~ /
H-gr POP3 (117) NO@DATE { TIME® FROM TO cC BCC 2 3 SUBJECT SIZE
S SMTP (46) T éb
Bz 18811 (1) 1. 1 13350 Olver_huang... amita_chen@e.. MONE MNOME Rezd. Medion Payment 1.5k
~BG2 IR0, 108 11 PR Count:1,Total: 1,In page 1|Rows per page : |20

~Bly92 168.1.136 @)
8192 168.1.151 (2)
~B192 168.1.164 (2)
~B192.168.1.170 @)
~B192.168.1.4 ()

~E192.168.9.109 @)
~B192.168.9.91 (4)
~B192.168.9.98 )
~B192.168.9.99 (15)

Features in this user interface (Ul):
[1] : W Attachment: There will be a symbol appeared if there is more
than one attachments included.
[2] : -+ Download: A link to download the record.
[3] : Subject: Click on e-mail’s subject to see the content.

View Email Content:
The following diagram is popped up if user clicks the subject name.

Subject Idlalce the payment

1;“'“ ?Cf;k@d click this link to see the source
0 Whoops [ -

= code of this webpage

BCC

Date 2007-02-02 14:59:10.0

Source POF3 shiPMz eml st

Attachment DWC00451. TP G < > :

® 192.168.9.95 click this link to see

DATETIME  2007-02-02 15:40:07.0

the attached file

Hi Tongy~

The Decision company does not have the information of Tsuen Shing and your seller (31E). That is why it took time to reply you and resulted in this unwanted delay.
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3. IMAP [inbound]

IMAP [inbound] records emails when targets use IMAP email server. The
details of email recorded include date, time, sender address, receiver
address, CC, BCC, user account and password as shown in diagram below.

MENU

E-g1 POPS (117)
=5 SMTP (26)

Ed IMAP (4)

T s
Gy FTF (19)

Hard Disk Information : - 73G / Used - 7.8G / Available - 61G / Available (%) - 88%
ND@ATE / TIMET FROM TO cc 2 SUBJECT ACCOUNT PASSWORL

1. 2??‘2;01;0 whoopshanki@d. . happycall tw NOME @ews far you happvca\_ DaSSWOI’d

2 2??82;0130 servicei@deci..  whoopshank@d... happycal... 4 ¥ou must read this newsz 3 whoopsha... whoops

B R MEN 571) 3 2??82;0130 hsiehiE@yahon. .. ivan@hotmail.. MOME L ivan jwan2233
HE co@ 20061020

X YAHOO () 4 139716 leo@network....  leo@yahoo.co.. MOME 4 This infarmation you must know leo leayou
A VOIP &) W Count: 4. Total : 1.Inpaae 1|Rows perpaae : /20  |[Tsihmir |

Features in this user interface (Ul):

[1] : W Attachment: There will be a symbol appeared if there is more

than one attachments included.
[2] : -+ Download: A link to download the record.

[3] : Subject: Click on e-mail’s subject to see the content.

View Email Content:

The following diagram is popped up if user clicks the subject name.

click this link to see the source =g

code of this webpage

click this link to see

&
&
8
b

The Decision company does not have the information of Tsuen Shing and your seller (31E). That is why it took time to reply you and resulted in this unwanted delay.

the attached file
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4. WebMail

WebMail log includes the information of date, time, user’s IP, webmail
contents and the type of mail server

Within log, E-Detective System will record text of WebMail only and filter out
non-text to reduce HDD usage and system loading.

o wELp A CORBTION: WEBNALR . 1058164

:‘T‘E&‘. B0 M IR 8L WEENAL TiPE
Boming uiCmmel b L b
Bp w120 I EG iyt bt
S0 w13 I YT ¥ by 1208 b | 72 batraaimsa.com A 1) bires

Bomingy  SEENN
dmwmnin
B w91 g
Busenp

oourt:3, ot inpoge 1[Romspurpage: =[]

L 5 LA e
L
R BTN Homail

- =i e B H| -kl
¥ s iy fAeEEY A SURELEETIE 1 AR

W 1] WErmem I ;ﬂ_ﬂm.ir Rt - ! i ]

e (o] e 1 kylvl omaa ::"r'= %E:’”H PRI g e

E Qo dowene CMAREE e s

= i =] ol I ?!E“;f-r-'la--n 1 Failue s A PAE ST

i e I ] AT I .:.":I!Ii\-:".hhl"'n‘l.l-l Failunr psii A AR R

= e cn 4y =] T i Lr' RN {:'l;b i b, L-::H- B ey T

B | R Lo] AT I :';:-" ORI ,E#::ﬁn.r‘;'“."“'"*'-”'”'”‘"

L LTS =] £ Scrmm s ﬂﬁ::f‘;ﬁ:ﬁf”“*‘ Py RIS

(] W £ Ham R Com I',I_:"J:":":'""" o, B COTT ey B i

RN O G m

Features in this user interface (Ul):
[1] : -+ Download: A link to download the record.

2] : [=] Source code: A link to view the source code of webpage.

Note: Users do not care about the links of subject name and R
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5. WebMail (Send)

WebMail (send) log includes the information of date, time, sender, receiver,
carbon copy, confidential carbon copy, subject, email contents and type of
mail server.

PR————— 1 CH LR I m
o 8 Xr
e . z m"'
Eimie WA MENE R B SURECT o
E. T3 r‘:lE q :_l 4-
- - w e
B waimg '3'.’1:.5;-.' b -
. Llm |
B w3 B
@ ELET 1L gy esd. kel
- T '\J':. ..
E £ ; “Ih ksl fenfe e
SE : &
derg rare :

FROM 5503661 %8 mebE url com. b

DATE / TIME :2005-11.03 10:21:34 click sugject to
e oMy view the email

SUBJECT :URL - Mt 6
ATTACHMENT =

[ URL - BI%ER &
Features in this user interface (Ul):
[1] : Download: A link to download the record.
[2] : [=1 Source code: A link to view the source code of webpage.

[3] : Wl Attachment: There will be a symbol appeared if there is more
than one attachments included.
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C. Chats

Chat messages are captured while targets use one of the Instant Messengers
such as Yahoo, MSN, ICQ, AOL and QQ.

1. MSN
MSN log includes the information of date, time, chatter’s accounts, and
number of messages and transferred file.

MEy gy & common:ISn. LRI - = =
B030E W, OWEITME SUREEH MAME PARTICPANTS  CONVERSATION COUNTS
g;:i ;;;]”E . NFMNHTEY senpaidecrin o yrondrgotmal con

 Epipmy  MEIMK Count:1, Total: 1, Inpage 1| Rows
A1 click link
A1 1% 1)

DATE | THE ST MESSAGE
T
71721 8

IEI-E:.;Z_,J sayrordiolnGhotmail com

-0
[T ] —
Fq!..‘ &-:".Tﬂ:l,hp"llhpr”:;___

suyrrendifinBhotread coee L2

Features in this user interface (Ul):
[1] : COUNTS: The total number of messages.
[2] : FILE NAME: An icon will be appeared if there is a transmitted file,
user clicks on that icon to view/download that file.

Copyright © 2007 Decision Computer International Co., Ltd
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2.1cQ
ICQ log includes the information of date, time, chatters’ IDs, and number of
messages and transferred file.

| B ey CORDITHON : 100 - 1521680
| T8 Fee3pm Wo.  DATE TME: S
=i SNTR 1) PERTICIPANTS CONVERSATION COUNTS
- 3 ] -

X013 BT 45 inn ;o TR0
= o MAP )

1 i"'_’”?-" njllc"ck thE IinlE:.l'l:‘l.TdﬂH,hpql“
Lo [CONVERSATION] to
| s===an view the dialogue

Swmimn

E - |
GATE . THRIE BCREEH RAME S S LEGE
0003931 —— Firg Abdalish 1 of Josdan, reghl, b P alentrssn Sadbordp Prossiend Wb
Lo 1] akban, or Tusadsy
ety
zor oy - R O i Vi
TG00
'ra-'.".: VP A Bant P puliod urdd resns i Corplels
::'_lz-._'f _:-:- 2 iy 2 Choepeng 80 kora MeTDEC re Teaneec
':l‘:'::.-.g'uz =i ST Pasenfy of letl-mshunee Tessny 1eeb Ealurcs
0 003 o e
|l ] L |
_jﬂ_-\ém N TGaET S b oo Pl Rl R Pl e Bl o s
"-Jr:u'_l :I whE P T 0 gl grursbll v Sdighan rroidess
v i3
.."'_I‘.il.r; I:I i Pobiris bosshon puiril Hasfwagn o mlslgeras s Coreretlee paw!
'-l:;.-E_--..E' - S Study Vbt wdeo game sfecin brsger i bamn
LirF
00743931 o=
D5 O &5 . = -
"j',;_‘.' ':l; L g TF
000011 FRTRRTITIITT,
ol RN FFFIIITIIIT
L == St : 13, Todwl - 1, In page 1| Rows per page -

Features in this user interface (Ul):
[1] : COUNTS: The total number of messages.
[2] : FILE NAME: An icon will be appeared if there is a transmitted file,
user clicks on that icon to view/download that file.
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3. YAHOO
YAHOO log includes the information of date, time, chatters’ IDs and
transmitted files.

S uenu TORTTIoN 108 - LT w .
W PR WO, DATE THME: SOREEN NAME
iy 1 200013 BT ITTIEST
= 'ﬁ MR [ B I oy
= gf FTP 15 — = "
it click the link

‘890  [CONVERSATION] to

L]

===10n View the dialogue
B [
]
DATE | TIEE SCREEM AANE @ RS S AGE
ANEP-L - ST sy Skt B od dorden aghd et Daberbeaen Aafordy Dresaent Meberoasdt
(i Ei e 5] b apka g Tunmdey
Q-1 B T T [T
o OF o :
ﬁ:-:.gl-jl ] 2 Buriby Mo pralind wild ‘rrsicissn 1 Sorplete’
ﬁglr_é! Chompersy nes orv | ronong TesTeTee
SN0 Farsnin of fa 5t s hevmara budas
00RO e —
E;'ﬁg' TR ik o B s yoelh B T
mi:'u::' Sl b, P pO Sk Bl Py Dkl Ll Bateatall” ot [l
‘:’:-...r:llll Pl T llewnt earrbebn cmpr bilpbuirs Fwm neors
ﬁw'g' gi St Fratan loohn @ant Paategn o s slegenca comemdtes o
0070131 S —
S00T-01-1
0 5 5 —
AR e
[ R B EALES BEE
001~ - P A
AL
- - Count - 13, Total : 1 . npage 1 |Rows perpage: 0 [Gobes

Features in this user interface (Ul):
[1] : COUNTS: The total number of messages.
[2] : FILE NAME: An icon will be appeared if there is a transmitted file,
user clicks on that icon to view/download that file.

Copyright © 2007 Decision Computer International Co., Ltd
22



4. QQ
QQ log includes the information of date, time, chatters’ IDs and dialogue.

ST ek omation:- 19 U 15 a1 Bl )-8

0 WEBNAL fBNER) |

v B [DNEE] [ ] S 8
=hup . WEEHE
Bonray) 1 DRIHENEN

_5:'!2&1-75@'

click the link '
[CONVERSATION] to
view the dialogu

Cw DATE T TIME: 2006 1106 05170 | SCREEM RAME : FIBCRIRL | ~ . iCPANTS : STPEI0IEE

KL E'Z'EE‘JE

AG-11-06

052 18 L WESSASENE

A06-11-06

e e e

0651108

PP Ell: v MESSAGERR TEEE

il ioad e 2 T MESSAGEINEEE TBMR maum mmuw

Features in this user interface (Ul):
[1] : COUNTS: The total number of messages.
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5. VOIP

Before viewing the VOIP and webcam recorded, user has to set up the virtual
environment on the following WEBCAM VOICE SETUP page.

Virtual environment requirements:

« An MSN account needs to be created for E-Detective system as E-
Detective system need to connect online to MSN server to prompt the
viewer message to listen to the VOIP session or view the webcam
session.

» A viewer's MSN account (normally administrator’'s MSN account) for
online viewing of the captured VOIP and Webcam sessions.

WEBCAM VOICE SETUP:

------ H192 168 88 148 l1} #|Hard Disk Information : - 90G [ Used - 2641 [ Available - 85G [ Available (%) - 99%
@& HTTP (1675)

B

E @ HTTP (DYNAMIC) (33! WEBCAM VOICE SETUP
I:E WEBMAIL (12) Ed Msn Account : i\u\_fedetecti_\_fg_@hotma_il._c_or_q
|, WEBBAR {SENEE) | EdMsn Password : | 1234567

TELNET (0}

Viewer Msn Account : |wedetective1@hotmail.com

Submit

~{@ PARSER RAWDATA
Eqg MAMAGE

2 BACKUP

43 SYSTEM

) NETWORK USER
83 AUTHORITY SETL
# DELETE DATA

A EDIT PASSWORD

% POWER ON/OFF

Features in this user interface (Ul):
« ED MSN Account & Password:
Apply for a new msn email account and its password at Msn website for
E-Detective system.
» Viewer Msn Account:
Setup the email account which the user uses to view the video.
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VOIP:
VOIP (for MSN application) includes the information of start time, end time,
participants’ IPs, video and audio. (Setup the virtual environment first in order

to view the video. Please refer to WEBCAM VOICE SETUP section for more
detail).

S4 V0P A CONDITION : VOIP - 192.168.1.53 - /
~Bnposq) NO.  STARTTIME! END TIME PARTICIPANTS ~ CONVERSATION APPLICATION
B 1es 117 (1) -
B B15p 1. 2061020200246 2006-10-20 200431 192.168.1 57
~Big 188 1 57 (1)
< @ HITF () 2 200RA020 19 0403 2006-10-2013.04:43 182.168.1.17
@ HTTP (DYNAMIC) (4318) et 1w Count:2,Total:1,Inpage 1]|Rows perptge : 20

click icons to view/hear video/audio.
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D. Website Log

E-Detective system captures the URLs and webpage’s content that have
been surfed.

1. HTTP - URL log

HTTP includes the information of date, time, user’s IP and URL.

User clicks on the URL, the system will link to correspondent Web page [PC
needs to be Internet-ready].

T Bl & CONMTION ; HTTP - W8 1065 - =
i:f:}f-’j M. DATETME' ]
E: .;;:I | RO NSE  viw abdmi com

L ;’,—:fﬂ IRt o BB click the link to view|
ss3red | i mmannss e the web site
socemge [ s
Eiises b ACME IS wewpshon com

B Eowmusm [} NGO N weyaha g -
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2. HTTP (Dynamic)-webpage content log
HTTP (Dynamic) includes the information of date, time, user’s IP, URL and
contents.

o o HTTP [Denac) pumipy & COMTHTICN - [P - 1580, = E
B ). DATETHME: "
Busnmp MBS fa oorn i {
E'ﬂ_&?""'"}]ﬁ i 00 0e-12 (05 .~..--rm_-ra:¢$r- J click Iink D tu view
Mo 7 DFMHIEEYS  Hheyshoo comB h
e kel 3 NPOHIIESEH  F wew google combk B the content
L Busmsmng 4 MPOHIIEEEE e hotwad min e B =
::m,;ﬁ:;f g NI-IEME  Hedmsncamf 0
i i1 If.i'-l- B OF-ZE5EY  EndmmomR
g IEE:I T OFHIEsE]  Hpesmeoenf 0
B 1 1121} 8  DVWIERD  Hwesnomi
N w1 1% 8 9 NPmEE (ke R
| Somien g aCourt:9, Tota:1,inpage 1] Rows prpage:

(] im0 O - LT EETRME W - oy
&k :

sy E R o S -y TP ek RS W LIRS B B0 ) =] S
i ¥
(s e Ee i omaes R Ll - n - Vireas
wrim .- =) Y - O Y R rRiw
D iryer = AR ARG b T PR | e
[BEETET L Lt FoACER G o s e
- R T B Y L
ey R
ST STR CENEAT A A
A riEw CASPT] RAWWT O R S AR
TEC O F st EE R WL AL L AD - A CTTEY R R O Y e LR R
P I T T
] 2 e ———— e y—
- - A O LA SRR ¥ "
e 1A = i eprann | Bine Embagn | LSRR i eom
oy : . o e e S
bl e A e g o e Bt T THIMCE ) HITE =
o Sy L E e s Uk
i = = P i L LEL 1
- nepe. [E] e AN il | i e e e
FEET =7 P R o WS T T S e
- e e L P -
L
p = = - ——

Features in this user interface (Ul):
[1] © Source code: Alink to view the source code of webpage.

Note: Users do not care about the links of subject name and R
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E. Telnet

E-Detective System records the process from stem to stern while targets surf
the internet via Telnet. Telnet includes the information of date, time, user
account and password and server IP. The process from stem to stern saved
into a file called “FILENAME’. Users click the link ‘FILENAME’ to pop up a
player to see the process.

AEDMAL REILEH ] & Ml Dick bnoamation : T35 ed 136 / Bvallable -G8/ bvailable 1) - 18
: M. BIETEE  MOOMT  PASSNRD SR FILE N

= 1Tl . JOMRdI BN L IRRETE FIENAE

Features in this user interface (Ul):
[1] : Afield to show the target’s input.
[2] : Black screen to show the content.
[3] : Play button: To show the information once a character.
[4] : Fast button: To show the information once a line.
[5] : Copy button: User selects the user input first and then presses the
copy button to get a copy.
[6] : Clean button: To clear up the information on the black screen.
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F. FTP

E-Detective system captures the transmitted files while targets use FTP to
transfer the files.

FTP log includes information of date, time, user’s IP, user’s name, password
and transmitted files shown as the following diagram.

& e CONDITION : FTP - 192.168.1.78 /- |

= POF3(ITT) NO. DATE/TIMEt ~ACCOUNT ~ PASSWORD  ACTION  FTP SERVER FILE NAME :
BB ST 01106 | |

56 AP 1. 094500 alluger Jrnyohube Do Load 192163.1.243 0501 15.0g

E--@ FTP (19) 2006-1106 .

E 2 45T alluser Jmyohxbe OownLoad 1529681249 D401 16 pg

CBmmie) 3 AR e mebbe Dol 19216120

P—
click the link here to

view/download the transmitted
H""‘"—-—-—__
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G. P2P

Peer to Peer (P2P), two computers are directly connected for transmitting the
data without going through anyone else.

& weny CONDITION ; P2P - 'I9f.'l63.'l.'|65 5!
g POP3 (117) No. DATETIMEt PORT PP
H-@ SMTP (46)
2007-04-26
B AP () - e 200 7562239184
B FTP(19) 2 UTRE e 76622104
g MSN 571) 070425
B 10Q ) 3 “gamor 260 752239184
E-¥3 YAHOO (2) P
B4, VOP (5)
E-@ HTTP (25743)
E-g HTTP (DYMAMIC) (436
B WEBMAIL (305)
F-i5 WEBMAIL (SENDER)
=G TELNET (12)
[]...@ fale] (3)
B g PP 3)
o B9 1681165 13

Features in this Ul:

P-PORT

14376

14378

14376

4 5 6
TOOL FILENAME ACTION HASH
BitTorrent DOWNLOAD 0207 d785ed
BitTorrent DOWYNLOAD 0207 d755ed
BitTorrent DOWNLOAD 0207 d785ed

Count:3,Total: 1,In page 1| Rows per page : 20

[1] : IP: The target’s IP at where you capture the data from.

[2] : P-IP: The IP address where: the target transfers the data to.

[3] : P-Port: Shows what port number used by second party.

[4] : Tool: Shows what tool the targets use to transfer the data.

[5] : File name: Show the transmitted file name.

[6] : HASH: An identifiable value to identify which file is to be downloaded

from specific second party.
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H. Online Game

E-Detective system captures Online Game logs which include user’s login
date and time, user’'s MAC address, user’s port number, Game Server IP
address (P-IP), Game Server port number (P-PORT), and Game Name.

£E H /R MAC PORT P-IP P-PORT GAME NAME

i 20070703 09.20:22  00:13:cebP:c?: 31 2095 210.208.86.12 B0 Kartrider
2 20070703 024828 0013cebScda1 3279 210.208.86.12 B0 Kartrider

W1 #2% H 1 HfE 18| SE8E: 0

The Online Game logs that can be captured by E-Detective system are like
World of Warcraft (WOW), Kartrider, Ragnarok Online etc.
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l. Search

The system provides an advanced searching function. You may search by
defined criteria.

Search Conditions

‘=

, S APPLY
SEARCH CONDITION MODULE
DATE : & - &
TIME : R | R R
IP: ATL
BSSID -
MAC :
EMALL: OFroOM OTO OCC OBCZC ®gh
SUBJECT :

WEBMAIL TYPE : v ]|
FTP SERVER IP: o
FTP ACCOUNT : o

1.
MSN ACCOUNT : | A
[JSCEEEN NAME [JPARTICIFANTS
1.
1CQ ACCOUNT : |3
[JSCREEN NAME [JPARTICIPANTS
1.
YAHOO ACCOUNT : |3 kR <]
[JSCREEN NAME [JPARTICIPANTS
1.
QQ ACCOUNT : 5 a8
[0 SCREEN NAME [JPARTICIPAINTS
URL : B
Search Reset Cloze
£ ?
Item Description sample
BSSID Mac address of access point 00:0E:2E:A3:7A:86
MAC Mac address of computer 00:0E:2E:A3:7A:86
URL Uniform Resource Locator. www.yahoo.com.au
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1. Example (by IP):
Searching all data belonged to IP [192.168.1.20], please input the IP in IP
field. Press button [Search] to start searching.

T
‘ } J Search Conditions ’-
- APFPLY
SEARCH CONDITHON LEODULE
DATE L =
TIRIE - . = -
L1 TR M D ALL
BEE
RLAD
EMALL - [ o 9T Ooc Osce BTo
SURTECT
WEEMAIL TYPE - =T
FIF SERVER IP -
FTP ACCOUNT
1
BIEN ACCOUNT - = &
C1SCREEH HAME CIFARTICIFANTS
i
ICG ACCOUNT - = |
OHCEEEH HAKRE CIPARTRCIPANTS
1
TAHO0 ACCOUNT © 5 L -
CI&CEEEH HAME CIFARTICTPANTS
1
Q@ ACCOUNT - 2 Fo
CISCEEEN HAME CIFARTICIPANTS
URL i
S h [ 3 F | C &
£ ]
qa Rl Bl [LITT RN E] LU ELE WS 7 VPand - T 90s 7 fowallakle - B1i ¢ fewallalls (0] - #2200
P POEE o)
=EL SRATF 1)
e IRLAP JIh
W FTP A
L PR
Sl click one of these
- - [ ]
W, VO menus to get the
o e
Fol TR (O fl“di“gﬂ
W R WEBSAL 1) -
I WWE B, [T R
+ O TELME r@-
P ==
B Eeoe o || o
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1. Example (by IP & MSN)

Two inputs in different fields [ex. IP = 192.168.1.20 and MSN =
she0430@hotmail.com].

To find out the information belonged to IP address 192.168.1.20 or MSN
account she0430@hotmail.com

(—;‘} Search Conditions »

SEARCH CONDITION 3.?1:{:&:-_!
DATE & - &
TIME - e v =
{14 THE W D ALL
BRSI
RLAC
TIAIL 2 f FROM CIT BCC tg "
SUTRLIECT
WFELLAIL TYFE - =1
FIF SFRVER [P
FTF ACCOUNT =

1| nhenll Mot mad com
BANNN ACCOLUNT - = k. ]

l:-'.'-:':"EE"I HARE FFARTICIFANTS
TGy AT CORNT f &4
OFCFEEN HAME COFARTRCIFANTS
VARG ACCOUNT : k-
CISCTEEEN HARE PARTECIFANTE
Qi ACCOUNT _I F-
CISCEEEH HAME FARTFCIFANTS
URL LR
wwrch | R | caw |
M men ‘(Mﬂrmaﬂuu: 156G [ Used . 7.9G | Available - 616G / Available (%) - 887%)
& POFIMO)
| @ swe = J
& MAP ) click msn to get
@ FPO) - :
&4 NS the findings
= L L
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2. Special Search Type [only apply to MSN / ICQ / YAHOO]
Example 1: input one account in MSN / ICQ / YAHOO user’s ID (monitor
end) and Chatter’s ID (remote end).

FIT ACCOUNT

BANIY ACCOUNT & 2 buywsgit &
FAR A
160G ACCOUNT - - ]
O SCEEEN HARTE FARTICTFANTS
TAMHOC ACCOUNT _I -}
i KEEM HAME FARTEIPANTS
O ACCOUNT _ _.
CISCEEEN HALTE FARTICIFANT
URL I
L3 ]
2 mEny Hard Disk Infarmation : | . 796G | Available - 616G 7 Available (%) - 88"
& POFI M)
<15 SMTP @)
e IMAP )
[ii FTP (O
= PRETECHFANTS CONVERSATION CoimiTy
= ’ 1 ST 1T aleoeery = B o w g i e 3 WERTATICn 4
ﬁ.‘“:‘:’_" S Caunt 1, Tessl 1, inpage | [Rewsperpage: = [ o]
L WISh
[ 3

Here is the data searched by criteria, which both meet the criteria of user’s ID
[alecwang@hotmail.com] and chatter’s ID [ liuyingshcn@hotmail.com].

Hence, it can be categorized into two combinations:
1. User’'s nickname is [alecwang@hotmail.com] and chatter’'s ID is
[liuyingshcn@hotmail.com].
2. User’s nickname is [liuyingshcn@hotmail.com] and chatter’s nickname
is [alecwang@hotmail.com].
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Example 2:
Input more than one IDs on the one blank field shown as following:

1| cch¥2Be@@hotrail.com ; diesis@@msB2 hinet.net ; lupeng19820923@hotmail com
MSN ACCOUNT : |2 | sheD430@hatrnail.com &
SCEEEN NAME | PARTICTPANTS
1]
ICQACCOUNT: o
[JSCREEN NAME [JPARTICIPANTS

1.
YAHOO ACCOUNT : |» b

[JSCREEN NAME [PARTICIPANTS

1
QQ ACCOUNT : | A

[ SCREEN NAME [1PARTICIPANTS
URL: 8dn

Search Reset Close

Here is the searched data by criteria, that's the data user’s ID
[cch926e@hotmail.com OR diesis@ms62.hinet.net OR
liupeng19820923@hotmail.com] AND chatter’s ID [she0430@hotmail.com].

L.. & | el BN i |
—— M. il LLL L LEL e ERE W
b A0 T T . T I
qhuit 1 BN ol I
fk._. us | nn BTN R
B
Mo
-r L I
@ T
i P Dy
;AR
Aty (B
| T

Hence, it can be categorized into three combinations:
1. User's ID is [cch926e@hotmail.com] and chatter's ID s
[she0430@hotmail.com].
2. User's ID is [diesis@ms62.hinet.net] and chatter's ID is
[she0430@hotmail.com].
3. User's ID is [liupeng19820923@hotmail.com] and chatter's ID is

[she0430@hotmail.com].
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Example 3:

In User’s ID of MSN / ICQ / YAHOO, input two (or three) sets of user’s IDs
and don’t input chatter’s ID, you may check either User’s ID (monitor end) or
Chatter’s ID (remote end), or both of them.

1 |bany1013iE@hatmail.com ; ariesd7 24@men.com ; joe_3457@hotmail. com
MSN ACCOUNT : 5 ;)
SCREEN IMAME M PARTICTPATTSE
1.
ICQ ACCOUNT : |3
[JSCREEN NMAME [JPARTICIPANTS
1.
YAHOO ACCOUNT : o kel
[JSCREEN NMAME [JPARTICIPANTS
1
QOQACCOUNT : |2 &
[J3CREEN NAME [JPARTICIPANTS
URL: 8@

Search Reset Close

Here is the searched data by criteria, that's the data of user’s ID OR chatter’s
ID [bany1013@hotmail.com OR aries0724@msn.com OR
joe_3457@hotmail.com].

l_;". & Canalitioni | WEH 1 |

e Hs. Al ol Ll L LR ERE R
il 04105 (Bl : a M e L

. . 1] . xS L
&l wn|am AW AN AR 1N
.‘.l- I .-

B w1 11

i i

B 3 1 4

e, Al

Hence, it can be categorized into six combinations:

1. User’s ID is [bany1013@hotmail.com] and any chatter’s ID.
User’s ID is [aries0724@msn.com] and any chatter’s ID.
User’s ID is [joe_3457@hotmail.com] and any chatter’s ID.
Any user’s ID and chatter’s ID is [bany1013@hotmail.com].
Any user’s ID and chatter’s ID is [aries0724@msn.com].
Any user’s ID and chatter’s ID is [joe_3457@hotmail.com].

AR
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Example 4:
In User’s ID of MSN / ICQ / YAHOO, input one set of user’s ID and don'’t input

chatter’s ID, you may check either User’s ID (monitor end) or Chatter’s ID
(remote end), or both of them.

1|shede30@hotmailcom |

MSN ACCOUNT : 5 | &
SCREEN NAME [MIPARTICIPANTS

1
ICQ ACCOUNT : 5
[1SCREEN NAME [JPARTICIPANTS
1
YAHOO ACCOUNT : 5 k5!
[1SCREEN NAME [JPARTICIPANTS
1
QQ ACCOUNT: |» A
[JSCREEN NAME [JPARTICIPANTS
URL: | | 8on

Search | Reset Close

i

|l
-

Here is the searched data by criteria, that’s the data of user’s ID OR chatter’s
ID [she0430@hotmail.com].

———

[EaE Coem WoN RORALT
[ oy i he.  HE wE (LR Na it T
& ST b L EFERE et W el T il W i 1 2 Kita o
1ol ELREL) CRERCRE AT T RE AL T T
| = w1
L Pk A RN ]
Arn a1
L R T
| B ok TP

Hence, it can be categorized into two combinations:
1. User’s ID is [she0430@hotmail.com] and any chatter’s ID.
2. Any user’s ID and chatter’s ID is [she0430@hotmail.com].
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J. ALARM

E-Detective system allows administrator to set warning policy. Once data
meets the criteria of warning policy after setting up, the system will send a
warning mail to the mailbox of pre-defined Receiving notification account to
provide administrator with instant information. If there is data which meets
warning policy before setting up policy, it will not display the data whose date /
time is prior to the date of setting up warning policy. When click on Result, it
will display the items on the MENU which has met the policy set. Administrator
can also click on Search to search all data defined warning policy.

The policy can include: source IP, subject, Web Mail Server, FTP Server IP,
FTP account, MSN account, ICQ account, YAHOO account, URL etc. You
may set up multiple criteria.

Warning includes numbering [No.], date, time, policy, viewing results and
search.

The system provides an advanced warning function, you may search warning
by predefined criteria.

Click the link [ALARM] to display following screen.

& mEny Hard Disk Information : - 73G / Used - 7.9G / Available - 61G / Available (%) - 68%
=G POF3(117) o DATE / TIME RULE RESULT SEARCH

%@ SMTP (45) : . , .
@ AP Count: 0, Total : 0, In page 0| Rows perpage : 20

@ FIP (19) Create | Renew | Cloze
= 8 MEN &71)

=4 o)

59 YAHOO 2

=4 VOP @)

=@ HTTP 25629)

= @ HTTP (DYNAMLC) (458
= & WEBMAL (308
%5 WEBMAL (SENDER)
= g TELNET (12)
ﬁ 00

= PP
@, SEARCH
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Click the button [Create] to display following screen; you may input criteria to
match warning policy.

(@ Set Alarm Rule

APPLY

SEAR.CH CONDITION WMODULE
IP:

BSSID ATL

MAC:
EMATL :

OFrOM OTO OCC OBCC @gﬁ
SUBJECT :

WEBEMATL TYPE : v EE
FTP SERVER IP : &
FTP ACCOUNT o

1.
MSN ACCOUNT: |5 A
[SCEEEN MAME CJPARTICTPATTS
1.
1CQ ACCOUNT : |5, e
[SCEEEN MAME CJPARTICTPATTS
1.
TAHOO ACCOUNT: |5 ket
[SCEEEN MAME CJPARTICTPATTS
1.
QQ ACCOUNT: |5 a
[SCEEEN MAME CJPARTICTPATTS
TRL: Bdn
INFEOM :
FORWARD .
Subrmit Close
Item Description sample
BSSID Mac address of access point 00:0E:2E:A3:7A:86

MAC Mac address of computer 00:0E:2E:A3:7A:86

URL Uniform Resource Locator. www.yahoo.com.au

INFORM Email account at where to send the | admin@yahoo.com
warning.

FORWARD | Email account at where to send the | admin@hotmail.com
warning.
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Example: Input IP address “192.168.1.20" on the |IP field and
service@decision.com.tw” on the INFORM field. Press the button [ submit].
The new rule is generated shown as the following:.

Waed Disk Infaemation : - 736 / Used 796 / Avallable 610G / Avdlable ) - 85%
TN DATE | TIME RILE RESULT

E:! £, 2007-04-26 120042 RULE RESILT Q
;'(.. Count: 1, Total: 1, Jrfpage 1|Rows perfiage : %

.l:l elete Create ‘J’ P':L. Chose |

Findings
ere

Starting this rule right
now otherwise it will be

activated in 2 hours. 5§ POP3 (117)

# <i% SMTP (46)

g IMAP (4)

=& FTP (19) Searching
To see the rule content | ® % msN5Em) function
=8 co@

=-¥3 YAHOO (2)

# Sy WOIP (B)

I @8 HTTP (25328)

e ﬂ HTTP (DY bARIC) (4587

= {im WEBMAIL (308)

# =y WEBMAIL (SENDER) (97)

B TELMET {(12)

B QG (3)

I 22 P2P (5)

+

A

*

)

Renew

The alarming setup will renew in every hour time. When administrator would
like to View the Result, it is advised to click on the Renew button to update
the system.
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K. Export

ED system provides export function to export the data to HD or CD. User
selects what data type the ED system exports the data.

Click the link [EXPORT] to display following screen.

Q MENU Hard Disk Information : - 73G / Used - 7.9G / Available -61G / Available (%} - 88%
----- & POP3 (0
_____ < SMTP () CREATE ISO REPORT
""" & IMAP (D) ITEM
_____ @ ;TSPN% & POP3
ﬁ; com @ smTP
..... ¥ YAHOO () B IMAP
..... 4, vOP @) @ F1p
5@ HTTP 3) Ao msn
~B192.168.1.165 (93) i i1ca
=g HTTP (DYNAMIC) (45) B v AHOO
-2 WEBMAIL () _
-3 WEBMAIL (SENDER) 8 v
B TELNET @ @ HTTP (DYNAMIC)
..... £ 000 & WEBMAIL
- g P2P () & WEBMAIL (SENDER)
----- SEARGH B TELNET
-6 BFORT #
B4 MANAGE £ pop
----- B LosouT Submit

Press the button [Submit] to display following screen

Microsoft Internet Explorer ||§ |

[T o ]| cancel |

Press [OK] button and start generating the ISO file shown as following:

35%
start
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Once the process’s done, the following window is popped up.

Hard Disk Information : - 73G / Used -7.9G / Available - 6'1G / Available {%) - 88%

. (Make 150} Backup Rawdata & Unknow iso file size : ME

PATH : /datasfrawdata

WIRELESS_(00:0D:68:44:E7:F3_raw. 1170240167 - 56K &
WIRELESS_00:00:85:44:E7:F3_raw 1170332209 - BOK =~ —
WIRELESS_00:11:95: DA 25:13_raw. 1170405737 — GO1M
Rawdata File Name : |'WIRELESS 00:11:95:DA:25:13_raw. 1170405098 - 184M Submit Delete
WIRELESS_00:11:95: DA 25:13_raw 1170425212 - 2. 70
WIRELESS_00:11:95: DA 25:13_raw. 1170426255 - 1.9
WIRELESS_00:11:95: DA 25:13 _raw. 1170425525 - 1.3
WIRELESS_00:11:95: DA 25:13_raw. 1170426781 - 7.9M  »

PATH : [datasifault
UNKNOWR_WIRELESS 00:00:88:44:E7:F3_raw. 1170332209 - 5.0K A~
UNKNOWRN_WYOIP_WIRELESS 00 12 OE_21 19 75 raw. 1161370826 - 7.6M E
UNKNOWRN_Q0 WIRELESS 00 0OF A3 2A 08 44 raw. 1162810224 - 252K

ow File Name : |UNKNOWN_IMAP 0F1I ESS 00 12_0E_21 19 FA_raw 1161350816 - 20K Subrnit

UNKROw 5 44:E7F T 48K -

i : 7
UNKIT 1sofilewilbe i select the device
UK appeared here 30 to backup 2
— save file to HD -
. {Burn ISQ)} Burn Rawdata lso Frne—._._ sw'.iso File, Burn GQueiyr 4 File . _..1i50 File
Iso File Name :|haCde_1.iSD -- 2.9M V| DVD/CDROM .$ Bumn CD | Delete |

Note: Exporting function can only export the data on the left of function menu;
the default is to export all data. For example, you’ve searched all data of IP =
192.168.1.20 and their results are displayed on the left of function menu, then
exporting data is all data of IP = 192.168.1.20 not that all of IP.
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L. Wireless

Wireless Network Management

1.

Proactive Crack and Passive Crack

Wireless Detective provides 2 options of crack function on the user interface: Proactive

Crack and Passive Crack:

(1)Proactive Crack

Proactive Crack means to crack by system automatically; i.e. The system proactively runs
both of the capture and crack procedure at the same time, when the system starts capturing
data. Decision Computer-“Wireless Detective” provides the function of proactive crack on
the sub-menu(tab) of “CAPTURE”. Proactive crack runs the “ capture and crack
procedure “ simultaneously. When the crack procedure completes, the system then runs

the (recover, revert, restore, return) procedure to (revert, decrypt) the data.

(2)Passive Crack

Passive Crack means to crack by users manually. System passively runs the capture
procedure only, without the crack procedure. Then it runs the crack function manually as
needed. Decision Computer-“Wireless Detective” provides the function of “Passive Crack”
on the sub-menu (tab) of “IMPORT”. Passive crack includes the following steps: (1)select
the source of raw data, (2)set the time to use for crack procedure, (3)complete the crack

procedure within the time interval.

2. Proactive Crack and Passive Crack: process chart

(1) Proactive Crack

Capture manually (run the procedure immediately)

or automatically (run on the scheduled time)

WEP Key WEP key(finish or not?)

% Please refer p.43 "Capture” for more detail
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(2) Passive Crack

Select the source
of raw data

set the time
interval

complete the
crack procedure

% Please refer p.49 "Import” for more detail

WEP Cracking Measurement Report

64 bits WEP Key Cracking Report
Type of Key Time Packets (x1000) IVS ARP Packets
Numerical 10m36s 16,488 24,664 29,600
Alphabetical 18m25s 41,552 51,016 86,754
Num + Alpha 11m04s 25,380 32,990 56,513

128 bits WEP Key Cracking Report

Type of Key Time Packets (x1000) IVS ARP Packets
Numerical 15m10s 27,804 41,919 62,073

Alphabetical 15m26s 31,532 44,183 58,624

Num + Alpha 17m10s 17,772 33,355 15,896
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Wireless setup MENU involves six sub-menus: Capture, Import, Wepkey,
History, Work Log, Ids.

1. Capture

+ | Hard Disk Information : - 73G / Used - 7.9G / Available -61G / Available (%) - 88%

B e Vo wepten T merons Y o oo 11 N
MODE: @AP OSTA
Capture Size : 10096 K In Time Condition Dump Filter Condition  Save List Refresh:7 ¥ 5. START STOP

fE IMAP (4)
7y FTP (19)
7 MSN (571
18100 (2)
=¥ YAHOO (2)
79, VOIP &)

By Channel

=@ HTTP (DYHAMIC) (2
%2 WEBMAIL (308)
2 WEBMAIL (SENDE

| auto

1 v START' STARTl

By Channel + Ap

[#
[+
E
E
[+
[#
#-g@ HTTP (25828
E
E
[E
[#
[+
E

H-E8 TELNET (12) AP SCAN DUME | DUMP BSSID CH. MBIS WEPKEY STR. BEA. PACKETS| ESSID STA
]é fuln] (3) Tre— —
0 B 5P ) 1 © | sTART || START |# 0008844 E7:F3 | 7 | 11 WEP 34 21120 2122 masting | 0
@, SEARCH 2| © # O00F3D:3329F7 | 6 | 54 | WEP? 10 4470 0 |sung 0
& ALARM 3| © | START || START |# 00:11:35:DA2513 | 5 | 54 OPM B3 14961 10880 Dlirnk_abg| &
~{3 EXPORT 0G K-
£l MANAGE 4| © | START || START |# 001346:FO:27.E3 | 6 | 54 WPA 13 9498 128/
~E WIRELESS 5| © | START || START |# 0017:D1-FEFZFO | 4 | 54 OPM i 40 DWIFLY | D
N |
E‘; :’:‘gﬁ; 6| © | START || START |# 00117:D1FF:0760 |10 | 36 OPM 2 2080 22[WIFLY | 2
3 NETWORK USE 7O # 00:17:DV:FFO7:E1 |10 | 54 | WEPS 2 1510 i 0
-89 AUTHORITY SE 8| O | START || START |# 00:117:D1-FF0762 |10 | 54 OPM 31521 i 0
gl DELETE DATA 9| © | START || START |# 00117:D1FF0763 |10 | 54 OPM 3 1467 0 0
T DT PASSWOR WMHelwmw  Count:9,Total:1,Inpage 1|Rows per page: 20
ol B POVAER DIMEME

Features in this user interface (Ul):
[1] : MODE : @ AP OSTA : Selecting access point (AP) or Wireless
enabled PC (STA) to be target for capturing the information from.

[2] : Caprure Size : 10026 K : Displaying the wireless transmitted data size in
Kbyte.
[3] : In Time Condition : A filter to alarm the particular information or target

based on specific conditions.

[4] : Dump Filter Condition : A filter to alarm the particular target based on

specific conditions.
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[5] : Save List : To save all access points and PCs scanned into the history
page.
[6] : Refresh: / ¥ s. START STOP : Refresh the information per specific
seconds. Click links [START] or [STOP] to operate this function.

By Channel
7114 : Set up which channel on access point to capture the

information from.

[8] : _START | START | : The right button means manually starting the

capturing after pressing this button. The left button means auto-starting the
capturing at the specific time.

[9] : IAE : A function to mark access points with symbol @. To remind users
when those access points marked are online.

SCAN
[10] : o : Showing the signal strength of access points and PCs.

Wireless Signal Detect Screen

REFRESH : TIME: |3 ¥|s.
MODE BSSID
AP v || 00:15:EDADAENT v

Wy
\\ //
- -

0.0 \ 100.0

STRENGTH :30
SIGNAL :-95 dbm

MANUAL | AUTO . .
[11] - ¥D|_|Mp=; | pump : Two links present the exactly same user interface.

Set up the way to operate the ED system. Left one is for operating
manually, another is for auto-operating. More detail is introduced later.
[12] : # : Showing Nic card’s information.

Nic Info.
Mac : 00:02:2D:B8:60:49
Company : Agere Systems
P.O. Box 755
. 3430 At Nieuwegein
Fofaniiation "The Netherlands
NETHERLANDS
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[13] : BSSID : The Mac address of access point.

[14] : €H : The channel number of access point.

[15] : MBIS : Data transfer rate.

[16] : STR : The signal strength.

[17] : BEA. : Information packed by BEA format for wireless transfer.

[18] : PACKETS : The number of packets transferred.

[19] : ESSID : The readable name of mac address for access point.

[20] : 5TA : Display the PCs’ information by number of PC scanned or
radio.

[21] : WEF : One of security keys used to transfer information.

[22] : WEF? : The security key goes with question mark means the system
has not yet collected any packets from the Wireless AP/Sta.

[23] : OFM : Means there is no security key involved in this packet.

Capture Smporty Wepkey/ History/ Work Log/ lds
MODE : OAP ®STA
Capture Size : 10096 K In Time Condition Dump Filter Condition Save List Refresh{? ¥ 5. START STOP

MANUAL | AUTO

STA SCAN DUMP DUMP CLIENT MAC STR. PACKETS BSSID WEPKEY CH.| ESSID
1 O START | START |# ip 00:05:4E:42:0E:E2] 29 1572 00:11:95:D4:25:13 OPM 5 |Dlink_abg
2 O # ip 00:05:4E:43:40:CA 0 34 00:11:95:40:40:AF | WEP? B JasonCo
3 O START | START |# ip O0:0E:2E:A3:7A86 -1 13| 00:17:D1:FF:07:60 OPM 10 PIFLY
4 O # ip 00:0E:35:52:8F:5A 1 13|FF:FF:FF:FF:FF:FF
5 O START | START |# ip 00:0E:35.87:21:14 35 3401 | 00:11:95:DA:25:13 OPM 5 |Dlink_abg
] o] START | START |# ip O0:0E:35:8E:30:B9| 47 9261 | 00:11:95:D4:25:13 OPM 5 |Dlink_abg
7 O START | START |# ip O0:0E:35:96:61:E8 58 6556 | 00:11:95:D4:25:13 OPM 5 |Dlink_abg
8 O START | START |# ip O0:0E:35.E4:77:F9 -1 9| 00:17:D1:FF:07:60 OPM 10 PWIFLY
9 O START | START |# ip 00:20:A5:58:86:A7 41 170 00:11:55:DA25:13 OPM 5 |Dlink_aby

MuIwmw  Count:9,Total:1,In page 1]|Rows perpage: ]

Features in this user interface (Ul):
[1] ¢ ir : Alink to show the information of Mac address of PC and IP.
Nic Info.

Mac :00:1B:77:25:E7:B6f
IP :192.168.1.106

[2] : Others are already introduced on the AP’s Ul. Please refer there to

see more detail.
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Decrypt Information manually: WEF WEF? YWFA

Click these three links appeared on the table will pop up the following windows
is able to get the security key from user’s input in order to decrypt the
information manually.

Edit Wepkey
ASCH w | Submit Close
(HEX

Note:

HEX is from 0-10 and A-F or a-f

ASCII defines codes for 128 characters: 33 are non-printing, mostly obsolete
control characters that affect how text is processed, and 95 are printable
characters.
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In Time Condition: In Time Condition

User specifies the conditions below and presses the start button to start this
filter. The filter alerts user by popping up a message when there is any incoming
data corresponds or matches the conditions specified here.

In Time Scan Condition Setup
STATUS : stop

Condition Ttem Set Condition List
CHANNEL : |1 |+ ES
IP 34
LIAC >
NETWOREK B
HEX
EEYWORD STRING T = Selete

Stat |

Dump Filter Condition: Dump Filter Condition
User specifies the conditions shown as the following diagram to only capture
the information from the particular targets.

Dump Filter Condition Setup
Condition Item Set Condition List
IF =3 |7
MAC b
NETWORK 4}} Delete

Submit
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MANUAL: AUTO
MANUAL DUMP & AUTO DUMP: "pump™  pump

1. Set up which Nic card to scan or manage/Dump information.
Wireless Nie Setup
Soan || wifil v Dumip | wifil | s

Subrnit |

Remark : On Board : wifil Peomcia @ wifil

2. How long to attack targets for obtaining the security key and whether use
this function or not.

Wireless Inject Setup

Speed |20 % |ms.

Subrnit |

Uze 7 | @ ves O Mo

Submit |

3. Set up the max size per file for backup.
Wireless Rawdata file Size Setup
Size D |B0O % | mh

Subrnit |

Remark : Rawdata file size default is 600 MB.

4. To alarm user when HD usage exceeds the threshold specified.
Upper limit of Hard Disk Size Setup

Fercent ;|80 o,

Submit |

5. Set up how long to refresh the information scanned.

Scan Info. Refresh Time Setup

Time: |5  *|mn

=ubrmit |
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System is capable to start the wireless packet capturing and decoding
process manually by user or automatically by pre-setup/ configuration.

Figure below shows the configuration to be done for auto start capturing at
defined data and time.

H &R ERF ERE

g AP

BSSID : 00:00:00:00:00:00
CLIENT MAC :

ESSID :

$5E 07

£ OPN

FEIRH - START

FEGIRFRE - | 20070701 01 v 58 v
IR : 20070731 |23 v (59 v
gix
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2. Import

This function imports captured information (raw data in tcp dump format) to
the system for decoding purpose. There are four sources of raw data to
choose: CD-ROM, USB drive, HD and DETACH. DETACH contains the
currently captured raw data in Wireless E-Detective system.

Press the button [Read File], the system displays the raw data information
and lists it on the table. By selecting the particular AP or Station, user can
crack the encryption key (WEP and WPA) if the collecting raw data is
sufficient (about 100-150MB for 64-bit WEP key and 250-400MB for 128-bit
WEP key). Cracking WPA key is a customizable option the Decision Computer
Int’ Co., Ltd can offer. For WPA, the first key must be obtained in order to
crack the key.

After cracking the key, user ticks the radio on the PARSER column to decode
the captured data and display it in readable format according to specific
groups in the MENU. If there is no radio on the CRACK column, user directly
clicks the radio on the PARSER column to decode the captured raw data
without needing to crack any encryption. If user knows the WEP or WPA key
in advance, user can click on the WEP or WPA key and input the key.

& mENU + Hard Disk Information : - 73G / Used - 7.9G / Available - 61G / Available {%) - 88%
> POFS (17) B Conturey o enken) st work Lo 1 N

H-¢ES SMTP (46)
Please Choose Rawdata Source

@ IMAP (4)

g FTR (19) RAWDATA SOURCE : DETACH PATH : /datas/openraw
- 8 MSN (E71)

8 1CQ (2 OCDROM  ©USB  OHD  @DETACH

¥ YAHOO (2)

WIRELESS 00:11:95:DA:25:13_raw,1177580030-9.90 | [ Fead File |

@ HTTP (25628)

[
B
2
B
2
[#
2
#-9, VOIP (5)
2
E-g@ HTTP (DYNAMIC) (4F
[
[#
[
[
[

Manual Wireless Packet Analysis
Crack Time:|1  %|m. Crypt:|128 ¥ Bt

- WEBMAIL (308) Finish !
5
& WEBMAIL (SENDER AP PARSER| CRACK BSSID CH. MBIS WEPKEY BEACONS PACKETS ESSID
@8 TELMET (12)
B 00 0) 1 o D00A79981CA5 | B | 54 | OPN 2 0|corega
7 B P3P ) 2 o O | oooDssassErF3 |7 | 11 | wer 2440 208 meeting
X N N Ink_abgy
@, SEARCH 3 o 00:1195:DA2513 | 5 | 54 | OPN 5443 28477 [Dlink_ab
T ALARM 4 @) 00:13:46:FOS7:B3 | B | 54 WPA 1986 25|DG_KC-Home
{3 EXPORT
T4 MANAGE STA PARSER|CRACK | CLIENT MAC |PACKETS BSSID CH. WEPKEY ESSID
gl
; E' \éﬂiﬁss 1 o OD:0E:35:87 21114 361 00:11950A2513 | 5 | OPN  |Dlink_aby
; cvTEn 2 o 00.0E:35:8E:30: 9 5026 00:11:95042513 | 5 | OPN  |Dlink_abg
> NETWORK USER 3 o) 00.0E:35:96 61:E8 23948 D01195DA2513 | 5 | OPM  |Dlink_abg
g AUTHORITY SETIE 4 00.0E:35:BA:09:26 14 FF:FF:FF:FFFF.FF
< > 5 o 00:20: AB:58:86:47 31 001196042513 | 5 | OPM  |Dlink aby

Copyright © 2007 Decision Computer International Co., Ltd

53



3. WEP key

This function shows the WEP key that has been cracked or imported.
Besides, it allows user to import (from Excel file) and export (to Excel file)
WEP key. It allows users to search through the wireless system for specific
WEP key as well. Besides, it allows user to delete it from the list on this page.

Hard Disk Information : -73G / Used -7.9G / Available - 61G / Available (%) - 88%

Well'key History/ Work Log/ lds

W Delete Iw Import Iw Export ISemch
NO. DATE / TIME T BSSID WEFEEY

No Data !
Count: 0, Total : 0, In page 0| Rows per page :

To import WEP key,

Wepley Import

File : | |[Browse. ] Submit

#&] Dane S @ Internst

To export WEP key,

File Download X

Do pou want to open or save thiz file?

E] j MHame: wepkevlist.csy
el

Type: Microsoft Office Excel Comma Separated Yalues Fil, ..
From: 192.1658.1.60

= ][ Save ]| Cancel |

w/hile files from the Internet can be ugeful, some files can potentially
harm your computer. |f you do nat trust the source, do not opet or
zave this file. What's the risk?

WEP key search,

A https://192.168.1.60Awirelessisearch.php -... [= |[B]X]

Weplkey Search

DATE : | | & | | &
mve: [ v [ vl [ v [ ]
BSSID : | |

Submit

@_1 é 0 Internet
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4. History

This function shows the history of recorded APs and Stations and their
respective details information such as BSSID, channel, data rate, WEP key,
signal strength, beacon and packets captured by Wireless E-Detective

systems and ESSID that has been saved or backup according to time.

Hard Disk Information : - 73G / Used - 7.9G / Available - 616G / Available (%) - 88%

= Capture/ Import/ Wepkey/ History \Work Log

S h | | D

-l

STA

1

2
2

BSSID
00:04:79:45:CT00
00:047%82.2FD0
0008244 ETF3
00.0E:2EVB1FES
00:.0F-2D:33:29F7
00:11:95D 42513

001246 F087E3

OOEQ:S8:51.0F:06

CLIENT MAC
00:0E:35:29:99:.0C

00:15:004B:CB.EC
n1ANT12NRR

CH.

&
&
7
11
&
5

&

11

B}](‘kup Tine : 2007-02-02 085725 ~ B Subrnit

MB/S

11
54
11
54
54
54

54

11

WEP?
WEP
OPIT

WEP?

WEP?
WEP

WEP?

WEP?

finish !

STRENGTH FPACKETS

37

27
A5

545

573
25157

WEFEEY STRENGTH BEACONS | PACKETS

2 62

1 1)

56 1040

13

18

41 1488

12 21

6 136
BSSID

00:1195D4A:25:13

00:0D-8844.ETF3

AT T 05T A 2513
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0 |home-wireless
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34016 Dlink_abg
DG KC-
Home

0 Tntitled

CH. ESSID
3 Dlnk_abg

T meeting
5 [Tkl sk



5. Work Log

This function shows the work log which includes time, E-Detective system
MAC, BSSID, ESSID, channel, encryption type, filter, type, query and details
of the network.

Hard Disk Indeimation ; - TEG ( Uped - 796 ¢ fvaillable . 606G 7 fSeadlable (%) - 38%
Capluge ) bmpail ) Wapkey S Ilsteiy) Work Log

NO.  DATE | TIME ED MALC HESIH ES500  CHOWEFKEY FRLTER  TWPE QUERY DETAN
1. Z007-04-26 0 84 2700 V6 D3 281 C BE DRSS DA0513  Dhnk stg 5 2 OPN FORT R DETAL
2. 0070426 U 43 L1100 8603 241G BE DD TVBS DAZS1S  Diink_abg 5 OPN L o ERY DETAL
3. 2007-04-26 0 335200 86:03 2A1C:BE DD1VS5 DAIS1S  Dink_abtg 5 OFPN CUERY DETAL
& 2007-04-20 1900 &3 DO-T185 D513 Dink_abeg 5 OPN AL CUERY DEJRL
5. 2007-04-18 1307 £300 86: O3 241 C:BE D0-E0-S8 55 61 66 Ut ithed 11 OPH CUERY DEJRL
6. 20070417 1258 5300 16:03 24 1 C:BE (000000000 00400 1 OPH MAMLLAL CUERY DE gL
T 20070408 1712200 06: 03 2801 G- BE DO 0A TSAS AT DB decision+asi B 0PN WMAMILLAL CUERY IDE

E mENU

G POP3 )
Soms  fadommedus
& MAP @) elonged to this

- FTP ) work log
2 MSN @)
| com
T YAHOO (0)
A, VOIP @)
# @ HTTP 79)
# g HTTP (DYNAMIC

Show the type of
transferred packe
and the size.

- WEBMAL ©) e - R AR WA W
& WEBMAIL (SEnER) ) - P PR PCEAES T S, 0 ENIES TR
- — = G 7
|8 TELNET @) | IR RS RSN R O
¥ - Weleu) s R 5%

1se ot T g by T

® g8 p2p
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6. IDS (Intrusion Information)

Information to notify user if there is any illegal internet packets scanned.

Hard Disk Information : - 73G / Used - 7.9G / Available - 61G / Available (%) - 88%

Capture/ Import/ Wepkey/ History/ Work Log / lds

NO.

[ I B

9.
10,
11.
12.
13,
14.
15.
16.
17.
18.
13,
20.

DATETIME® MESSAGE

2007-04-18 16:20:39 Broadcast on 00:12F04E:23:14
2007-04-18 16:20:59 Broadcast on 00:12F04B:25:14
2007-04-18 16:20:57 Broadcast on 00:12F04B:23:14
2007-04-18 16:20:57 Broadcast on 00:12F04E23:14
2007-04-18 16:20:55 Broadcast on 00:12F04B:25:14
2007-04-18 16:20:55 Broadcast on 00:12.F04EB:23:14
2007-04-18 16:20:52 Breadoast on 00:0C:2F:00:22:.A8
2007-04-18 16:20:52 Breadeast on 00:0C:2F.00:23:.48
2007-04-18 16:20:52 Suspicious client 00:12F0:4B:23:14 - probing networlcs but never joining.

2007-04-18 16:20:47 Suspicious traffic on 00:0C:2F.00:23.A8 Data traffic within 10 secends of a disassociate.

2007-04-18 16:20:46 Suspicious chent 00 12F0BCDEES - probing networlts but never joiung.
2007-04-18 16:20:43 Suspicious chent 00:C0:02:50:C8:99 - probing networks but never joining.
2007-04-18 16:20:41 Suspicious client 00:30:.86:BABE 4 - probing networks but never joining,

2007-04-18 16:20:41 Suspicious traffic on 00:0C:2F:00:23:.A8 Data traffic within 10 seconds of a disassociate.
2007-04-18 16:20:37 Suspicious traffic on 00:0C:2F.00:23: A8 Data traffic within 10 seconds of a disassociate.

2007-04-18 16:20:25 Suspicious client 00:30:.36:BABE 4 - probing networkes but never joining,
2007-04-18 16:20:35 Suspicious traffic on 00:0F:3D:33:25:01 Data traffic within 10 seconds of a disassociate.
2007-04-18 16:20:33 Suspicious chent 00:11:22:33:44:55 - probing networkes but never joining.

2007-04-18 16:20:20 Suspicious client 00:13 D2 1B:31:48 - probing networlcs but never joining.

2007-04-18 16:20:30 Suspicious traffic on 00:0C:2F:00:23: A8 Data traffic within 10 seconds of a disassociate.

MU T2345R789 wm Count : 10097 . Total : 505 . In pacae 1| Rows per paae : |70
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M. Backup Data

Backup data is divided into two parts:
® Backup raw data (ISO)
® Back up the list of Database log file

1. Backup Raw Data (ISO)

Use this function to selectively back up data. It consists of raw data, unknown
data (unable to identify after parser) and created ISO file. User can select the
file size of backup rawdata ISO file to create.

Step-by-step as follows:
1. Set up the Max size of each backup file.
2. Select the raw data file to convert to ISO format.
3. Press [Submit] to create ISO format. Press [Delete] to delete the raw
data file.
The backup file is listed here when ISO file is generated.
Select the device to burn the data into CD.
Click this icon to save this backup into HD.
Press the button [Burn CD] to start processing or [Delete] to delete the
file.

N o o

Hard Disk Information : - 73G / Used - 7.9G / Available -61G / Available (%) - 88%

= Backup (Rawdata} \Backup (Database)

STEP 1. (Make 1S0) Backup Rawdata & Unknow iso file size : 600 we 1

9 PATH : Idatas/rawdata

I T . — 3
DD BE 44-E7 F3 P, 11?0332209 EDK l l
WIRELESS DD 11:95: DA 2513 _raw. 11704057 37 - BO1M
WIRELESS_00:11:95:DAZ5: 13_raw 170406093 - 184M Submit | Delete |
WIRELESS_00:11:95:DA:25:13 rawe 1170425212 -- 2.7
WIRELESS _00:11:95:DA:25:13 _raw 1170426255 - 1.9M
WIRELESS _00:11:95:DA:25:13 _rawe 1170426525 - 1.3M
WIRELESS 00:11:95:DA25:13 raw 1170426781 - 7.9 %

Rawdata File Name :

PATH ; [datasffault

UNKMOWN_WIRELESS_00:00:85:44:E7:F3_raw. 1170332209 - 5.0K #
UNKNOWN VOIP WIRELESS 00 12 O 21 19 74 raw. 1161370826 - 7 BM

Unknow File Name : |UNKNOWN AP WIRELESS 00 12 0E. 21 13,75, raw 1151350818 - 20K Subrmit Delete
UNKNOWN WIRELESS 00:00:85-44:E7:F3_raw. 1170426080 - 48K
UNKNOWN_WIRELESS _00:00:88: 44 E7:F3_raw.1 170426615 - 96K
UNKNOWN_WIRELESS_0000:88: 44 E7: F3_raw.1 170429059 - 56K

UNKNOWIN_WIRELESS_00:00:85:44:E7:F3_raw. 1170430147 - 5.0K M

3

STEP 2. (Burn IS0} Burn Rawdata Iso File Cheice raw".iso File, Bumn Query Iso File C Imlceﬁackcd .iso File
Burn CD Delate |

4 — Iso File Name ;| backed_T.iso - 14M ¥ DVDy CDROM
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2. Backup (Database)

Backing up database table to prevent form database damage, you may
restore database by backup of log file. The log file will be generated once
everyday.

Hard Disk Information : - 73G / Used -7.9G / Available - 61G / Available (%) - 88%

Backup {Rawdata)/ Backup {Database}

] DATABASE BACKUP FILE

No Data !
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N. SYSTEM

This function is divided into four parts:

® Network setup

® HDD usage

® Server

® Set up System Time

1. Network Setup

In this page, E-Detective System provides several setup functions:

® Network setup

The following page allows changing IP, Net mask, broadcasting and gateway
of E-Detective System, you may set up here. Also set up which operation
mode such as ALL IN ONE, CAPTURE, and ANALYZER here.

The DNS address is also set up here.

Note: the system will require rebooting.

Note: set up a real IP and log in remotely for browsing and controlling.

& wenu

|Hard Disk Information ; - 556G / Used - 2.8G / Available - 49G / Available (%) - 94%

G POP3 (@)

& SMTP (O]
& MAP )
-G FTP @)
- &y MSN @)
o cam
Y5 YAHOO 1)
-4, VOR [)
@ HTTP )
- HTTP (DYNAMIC)
&2 WEBMAIL @)
2 WEBMAIL (SENDE
@ TELNET [)
@, SEARCH
@ ALARM
-y EXPORT
E-) MANAGE
- @ WIRELESS
S BACKUP
8 SYSTEM
40 NETWORK USE
@3 AUTHORITY SE
. @) DELETE DATA
@ ENIT PASSWOR

Device

ethl

Configuration
Primary

Second

Copyright © 2007 Decision Computer Inte

Network Setting

Device List
Mode P
] 192.166.1.60/255.255 255 0/192.168.1.255/152.168.1.1
Note : Mode M = MANAGE S = SEND FILE R = RECEIVE FILE

Setup

DNS Setting

Default Setting New Setting

192.168.1.1
1689511

Submit
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ALL IN ONE Mode:
This selection is for normal single layer function. Only one network card
interface, ethO is used for capturing and decoding purpose. After configuring
the Manage IP, Net mask, Broadcast and Gateway address, Press [Submit] to
complete the setup.

3 hitps:#/192.168.1.60/sys-controlfsetip.php - Micro... |Z||E|F5__(|

FUNCTION : & aLL inone O capTure ) ANALYZER

MANAGE

IP :|152.163.1.60

Netmask : |255.255.255.0

Device : ~

Broadcast :|192.168.1.255

|
|
|
Gateway:(192.188.1.1 |

Submit

@1 Done é ﬂ Inkernet
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CAPTURE Mode: (Sender)

This setup is for double layer architecture (Sender and Receiver ends).
CAPTURE is set at the sender end. Firstly, set the configuration for the
MANAGE setup. Then, complete the SEND FILE configuration with the

Analyzer IP as the Receiver end (Decoder) IP. Press [Submit] to complete the
configuration.

2 https://192.168.1.60/sys-controlfsetip. php - Microsof... [’Z”E|E|

FUNMCTION : C ainwone @& capture (O anaLyzER

MANAGE

IP:|192.168.1.60
Metmask : |255. 26865 2550
Device :

Broadcast ;| 192.168.1.265
Gateway :|192.168.1.1

SEND FILE

IP :|192.168.1.60
Netmask : ||255255.255.0
Device : | ethD v| Broadcast : [192.168.1.255
Gateway : | 192 165.1.1
Analyzer IP :||192.165.1.80

Subrmit

@ Done é ' Internet
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ANALYZER Mode: (Receiver or Decoding End)

This setup is for double layer architecture (Sender and Receiver ends).
ANALYZER is set at the receiver or decoding end. Firstly, set the configuration
for the MANAGE setup. Then, complete the RECEIVER FILE configuration.

Press [Submit] to complete the configuration

2} https://192.168.1.60/sys-controlfsetip. php - Microsof... E]E]

FUNMCTION : O ace ivone O carTure (&) aMaLyzER

MANAGE

IP :|192.165.1.80

Netmask : | 255.265.255.0
ethd

Device :
Broadcast : |[192.163.1.255

Gateway :||192.168.1.1

RECEIVE FILE

IP ;192,165 1.50]
Netmask : |255.255.255.0
Device :

Broadcast : |[192.163.1.255
Gateway :||[192.168.1.1

Submit

@ Done

é ‘ Internet
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2. HDD Usage

The system displays HDD usage information which includes HDD capacity,
used space, free space and ratio of free space. E-Detective System pops up a
warning message when used space reaches at threshold.

Also, it generates a warning letter to notify specified personnel of spaces are
running out and take necessary measures. Setup step-by-step as follows:

1. Upload the contents file: you may customize the contents of warning
file, and press Upload to be standard warning letter.

2. Set up the policy of warning letter: set up receiver’'s e-mail address,
topic and contents, then press Submit to activate settings. The system
will automatically send warning letter once used space reaches at
threshold.

@ MENU # Hard Disk Information : - 535G / Used - 2.8G / Available - 49G / Available (%) - 94%

@ FOR3 () l Network Setup} Check HD \Sewices;Uptlate System Time _

@ SMTP )

@ MAP ) Hard Disk Information

- FTP @)
& MEN [0) Size Used Available Available (%)

. 956 286G 486 B4%
Mo
LT

¥ YAHOO ()

-4, VOP (1) Warning Message Setup
e@ HTTP @) UpLoad Warning-message file
@9 HTTP (DVNAMIC) € File |
i WEBMAL )
- WEBMAIL (SENDE W i

: B TELNET @) Y sample.txt
& Rt

@, SEARCH Warning-mail Rule
2 ALARM
“{d EXPORT
B MANAGE Suhject:| ‘

-2 WIRELESS File : _. v._ Submit

“BL BACKUP

43 SYSTEM w Rule Email Address Subject File
“iu) NETWORK USE No Data !

8 AUTHORITY SE

~2l DELETE DATA

-5 EDIT PASSYWOF

3 e e W

[ Browse. |  Submit ‘

Email Address: | ‘
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3. Server

The ED system consists of a set of components/Servers. The following Ul
allows user to activate / deactivate some of these servers for purpose of
saving computer’s resource.

Service Status Action
ssh Start Stap
inetd otart =top
convel Start Stop
OpenRaw Stop =tart
emailsub Start Stop
parser Start Stop
tomacat Start atop
WirelessScan Start =top
MotoCrack Stop
gpsd atop Start
ntp Stop Start
wirelessids Stop Start
wifi0 =top Start
wrifi'l Start Stop
FireWall Start
Service Description
SSH Carries out the far-end segment
Inetd Carries out the functions of POP3, IMAP, and SMTP.
conver Carries out the conversion of codes.
OpenRaw Carries out capture.
emailsub Carries out the conversion of subject name.
parser Carries out the classification/management of information.
tomcat Carries out the navigation.
WirelessScan | Carries out scanning information.
MotoCrack Carries out the manual decryption.
gpsd Carries out the function of GPS
ntp Adjusting the system time.
wirelessids Investigation of unusual internet packets.
wifi 0 NIC card.
wifi 1 NIC card.
FireWall To activate/de-activate the function.
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Function: Users can be able to specify what IPs can access
into ED system.

FireWall:
It creates specific IP for allowing login to E-Detective System.

Firewall Setup

Create Allow IP : Submit

TWDelete | WDelete All
[F] Allow IP
[l 192.168.1.0.24

Port numbers provided for reference.

Service List

Service Status Port
fip Clpen 21
ssh Cpen 22
pop3 Clpen 110
rpchi Cpen 111
auth Cpen 113
https Clpen 443
u Cpen B30

u Clpen B0
mysil Cpen 3306
ajp13 Cpen 2003
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4. Set up System Time

Providing the function to adjust the system time shown as the following:

Hard Disk Information : - 55G / Used - 2.8G / Available - 49G / Available (%) - 94%

System Time Update
Current System Time 2006-12-18 18:37

Year  Mon.  Day  Hour  Min.
(2006 ¥ 12 ¥ [ 18 ] [ 18 ] [37 (¥ _ St

* Correct Time Zone : -_i-é_v] Submit

* Update System time :
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O. Network Users

List of network user is divided into three parts:
1. On-line IP information
2. List of logged-in users
3. Nbns

If you don't set up the list of network users, Wireless E-Detective will
automatically search users and IPs on network, and then perform sniffing and
monitoring. There is an upper limit on the number of sniffing computer
(depends on purchasing specification). It might sniff unnecessary user’s
information if let the Wireless E-Detective automatically retrieve user and IP.
Hence, the list of network users can help administrator to specify which
computer should be sniffed by Wireless E-Detective. Also, it can help to set up
computer and group name for convenient monitoring.

1. On-line IP information

At first, you need to add IP to display the IP to be retrieved and select group.
You may edit user’s IP, computer name, group and the user’s current status to
be displayed on screen by the first section “Create” and [Submit]. Different IP
with PC Name can be created in different Group.

'(mline IP Info. \Login User List/ Nbns

@® Create _ Submit
GROUP1-1
NO. O E4 Status Pt PC NAME LAST TIME ISP GROUP
1 O o} 192.168.1.53 LoD ] GROUP1
2 O o} 192.168.1.52 CCC @ GROUPY
3 O o} 192 1681 51 BEB @ GROUP
4 O o} 192.168.1.50 AAA @ GROUP1
PR Count : 4 Total: 1,In page 1|Rows per page : |20
Delete Import Export Skip P Set IP Auto Search = |
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To add IP:

® (Click Auto search to display following window. Input the IP segment to
be searched and get IP of on-line computer; check the computer IP you
want to add and click Update to add it.

Auto Search IP List
IP : [192.168.1.1,192.168.1.255 | ®@IP OMAC _ Search

| User IP PC Name Group

[ | 192.168.1.18 ]
| 192.168.1.6 [ ]
]| 182.168.1.1 ]
| 192.168.1.2 ]
[ | 192.168.1.15 [ ]
| 192.186.1.17 [
] 192.168.15 [ ]

Update

® (Click Import to display following window. You may edit an Excel file and
upload it to system. Format: IP;MAC;NAME;GROUP [ file type is *.CSV ] [
GROUP =1 ][ MAC can be blank ].

7 htps://192.168.1.60/userlist/list. php - Microsoft Internet Expl... [= |[F1][X]

Import File

[Browse.. | Import |

File : |
Close |

&) Done 2 @ Internet

Note: Name can’t be Chinese character; if you need to input Chinese, please
convert it to Unicode and upload. -
Note: Mac address is proprietary location of LAN adapter.
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® Click Export to display following window. You may export IP list and back
up.

7 https://192.168.1.60/userlist/download. php - ... [= ][5 |[X]

Export List
2006-12-20 13:45:47 cav

I@ é ‘ Inkernek

® (Click Skip IP Setup to display following window, and then set up the IP
not to be sniffed.

Skip IP Setup
IP: | | Submit |
i IP
No Data !
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® (Click Set IP to display following window. This setup will delete an IP if
there is no packet going through a computer (doesn’t use network).

A https://192.168.1.60 - Set Time - Microsoft Internet Fx... [= |[C1|[X]

Set Time
Auto Delete : Every I:I hinute Submit |
1} Rule

No Setting

I;El Dane é a Internet

® Click ISP to display the Internet Service Provider of sniffed IP, and then
click the link and icon of ISP field to display source’s location.

E-g HTTP (Dynamic) (1035) ~ BEEEEL I 1096/ BFFHT 126 /M@ =Rl 1026 / MEaeqal () 05",
B Webbail (122) @k 1P
s Webhail (3) (23)
@ Telnet () © % EH
- Qa1
ﬁi | | | | [GROUPI-T ~|
oy ZAEY
B TENE &L IP &a
R — No. [1 £ & EEPT EELE  BEFERN [ Bl
B e 1. 203, 190 GROUPT
_— 2.0 0 192.168 8.20 Intranet & GROUP1
S EEBERERE 30 H | © 192.1688.19 o Intranet @& GROUP1
@ TR EHE 4 0O © 192 168813 Intranet & GROUP
o MEEE SliE® 192,168 8.15 Intranet & GROUP
% EHEE 5. 0O © 192.168 8.14 Intranet & GROUP
-3y BB TiiEe 192168813 Intranet & GROUP1
~ @ ooEEEA 5. O © 192168 812 Intranet & GROUP1
iy RARETRE g O © 1921658 11 Intranet & GROUP1
RS WL B #£9F L1 B 1 B I5EST [0 |EFE]
ggﬁ?;gﬂfoﬁxm = (e ][ Ex ][ EE || fewszP |[ sar  |[(PadEm ][ ¢ ]
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2. List of Logged-in Users
You may check logged-in users for security management.

F @ HTTF (Dynamic) (1035~ SEEAEL X 105G SR 126 [ B@ 2k 1026/ Muaral 0 9o,
Hig WebMail (122) BAEHBEE Y
B WebMail (3) (23)
B Telnet (0} No. [ IP EHE A KT
&8 00 (1) 1 [l 192.168.8.19 root 2005-11-04 14:41:09
o, 27 2. 0O 192.168.8.11 root 20051104 14.23:22
& BT 3 TE 192.168.8.13 root 20051104 13:42:38
Gy ZHEH 4 0O 152.168.8.19 root 2005-11-04 13:13:45
B4y FEE 50T E 152.168.8.11 root 2005-11-04 11:50:11
g EHREEE 6 O 192.168.8.19 root 2005-11-04 11:41:34
- WiRER 7. | B 192.168.8.11 root 2005-11-04 11:03:38
i AEEY 3. O 192.168.8.18 root 2005-11-04 10:40:45
w0 EREHERE 9 MO 162.168.8.19 raat 2005-11-04 101635
e *ff*"sﬁ\ﬁkﬁﬁ% | 192.168.8.11 root 2005-11-04 10:12:03
o MR PR $£10% 1 H HfiEs 15 | SEET [0
7 M T
@ BRI
@ Q0FREEA
- @ BB
B : B0312-00:00
BRI A 1024,768 =
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3. Nbns

NetBIOS Name Server (NBNS), the following Ul records targets’ NetBIOS
name and group name in order to recognize the different people who might
use the same IP addresses.

Hard Disk Information : - 73G / Used -7.9G / Available - 61G / Available (%) - 88%

Online IP Info./ Login User List/ Nbns
NO. DATETIME* IP MAC NANME GROUP
1. 2007-04-20 11:03:12 1921681143 00:15:00:4b.chec #Q YOUR-CI50370BE1 #
2. 2007-04-18 131310 192168135 00:15:00:4b:chiec # 0 YOUR-CR50970BET #
3. 2007-04-16 11:54:10 10003 0030 bae 7164 #0Q YOSHIKLUN-EBE1892 #
4, 2007-04-1418:47:19 2187692157 00:14:78:11:d5:2d # 0 GwY #
5. 2007-04-1418:43:25 2197693119 00:13ce757hibd #0 # 7__MSBROWSE 4
G, 2007-04-1418:41:26 2198765315 00:13:02:1h:ab:28 #0 #WORKGROUP
T, 2007-04-14 18:36:20 2187693185 00:0e:35:7a:eb:@ # 0 YOUR-BEF7EEE312 #
8. 2007-04-14 18:35:46 2197692137 00:13:02:59:d7:d1 # 0 NATALIE #
S 2007-04-1418:35:43 1976593558 0O0:16:cfbd:36:658 #0Q LENOVO-3D904DDE #
10, 2007-04-14 18:32:04 2197692205 00:16:ce0a:39:41 # 0 HADI-SZ265EFD196 # 1__MSBROWSE_ 4
11, 2007-04-14 18:31:57 219.76.93.113 00:18:de:04:89:53 # 0 OLIK #
12, 2007-04-14 18:31:25 219.76.93.185 00:0e:35:7aeb:fd # 0 WORKGROUP #
13, 2007-04-14 18:30:25 219769299 00:11:6b:32:25:30 # 0 TANG-TOWDIE03FS #
14, 2007-04-14 18:28:19 219.76.93.185 00:0e:35:7aeb:f@ #0 YOUR-BE77686312 # 7__MSBROWSE 4
15, 2007-04-14 18:26:14 219769292 00:18:de:04:63:e7 # 0 YOUR-3725624557 #
16, 2007-04-14 18:25:37 2197692212 00:12:17:7d:3fcd # 0 WORKSTATIONS #

17, 2007-04-14 18:22:00 219.76.92.205 00:16:ce:0a:32:41 # Q0 HADI-EZESEFO196 # MSHOME

18, 2007-04-14 18:21:26 219.76.92.140 00:18:dec? 207 #0Q #WORKGROUP

1% 2007-04-14 18:21:26 219.76.92.206 00:1Gce:0a:39:41 #0Q # 7__MSBROWSE_ 4
200 2007-04-14 09:42:53 152168819 00:12:400150c4:7f &0 TONY #

WMe 1234567 M Count : 134, Total : 7, In page 1| Rows per page : 20
Features in this user interface (Ul):
[1] : # : To converter to convert the code in order to make characters
readable.
[2] : @ : The function to find out the information belonged to specific

target.
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P. Authority Setup

It's divided into two parts:
1. Group setup
2. Create user

1. Group Setup
It includes create new group, change group name, add user, modify user;
press Submit to activate settings after set up.

i} Group Name Group Member
¥ |GROUP1 test
¥ Do not join group root

Create Edit

Note : If'this group has no members, then you can delete this group.

® Modify user’s password, group and computer IP
Click on Group member to display the following window. Modify by the
order, and then press [Submit].

23 https://192.168.1.60/account/UpdateUser. php?LoginID=test - ... |

Update User

ID : test
* Password : [D36e792189 |

* Group Name ;| GROUPT

Subrnit | Feset | Delete | Close |

Mote . *= REQUIRED FIELD
I:El Done é a Internet

54
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® Create new group
Input group name (can be in Chinese) and press [Submit].

A https://192.168.1.60/account/AddGroup.php - Microsoft Internet Explo... |:||:,r>__<|

Create Group

Group Name : Submit | Close |

&] Dane 2 Internst

® Change group name
Change group name (can be in Chinese) and press [Submit].

22 https://192.168.1.60/account/RenGroup.php - Microsoft Internet Explorer |:||:,r>__(|

Modify Name
Group Name : |{E[5Y | Submit | Close |
&] Dane S @ nternet
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2. Create user
® (Create user
Input login account, password and group, then press [Submit].

Faom samcrone veo

Create User

Io:| |

" Password : | |

* Group Name : | GROUPT »

Submit | Reset |

Note : *= REQUIRED FIELD
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Q. Delete Data

It is divided into two parts:
1. Delete (Mode)
2. Delete (All)

1. Delete (Mode)

Use drop-down list to select POP3, SMTP, FTP, MSN, ICQ, P2P, YAHOO,
HTTP, HTTP (Dynamic), TELNET, WEBMAIL, WEBMAIL (Send) and etc. to
be deleted. Date and time can also be specified. Column to be deleted can
also be specified. Delete by pressing [Submit].

'Delete {Mode) \Delete (All}

Maode ;| FOF3 hd

&

Date / Time : L.

Column : | [P hd

Column Value : | |

Subrmnit

Note : Mode FTP == Column Action == Column Yalue Upload:0 Download:1
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2. Delete (All)
Input user’s account and password for delete all data.

Fociete mmoie Y oeiere (1) _—_—_—_—_—__

Login User :| |
Submit
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R. EDIT PASSWORD

Input the new password; press the button [Submit] to set up.

Modify Userself Password

I : root

* New Password : | |

* Confirm Password : | |

Subrnit | Feset

Hote : *= REQUIRED FIELD
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S. POWER ON/OFF

This Ul allows user to turn off or reboot the computer.

System PowerOff / Reboot

Power Off Reboot
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T. QQ INFO. SETUP (How to see the encrypted conversation)

The captured conversation in QQ will be all encrypted. This section tells users
how to download the QQ cracker to decrypt the information.

Step 1 — Download the QQ cracker:
The following diagram shows the steps to download the QQ cracker.

# DELETE DATA

T, EDIT PASSWORD

& POWER OWOFF

M 00 INFO. SETUP4—1
{_-‘h\ai. 3 TE——

@ G L .D 2
M = =
Eﬂ- LDG ' :,:: . =
: ”r, Y g mdmnear e i
- VNN - Ll |
‘-' j _ : ::.M:l"ﬂhm
PEEN T e WCEN T A L DR
= == Tasad 7, Teiul Pug m. -
= o e T - T RREE |
© USRI |
| | = o

Step 2 - Install QQ cracker into computer.
Decompress the file called “setup.tar.tar” to get the folder called “setup”. Open
it and press the setup.exe to get the installation.

a=tup tas
W eaE AR BEGTE =
2. Get the setup folde

and open it

P
= p-cl.'a:-.-l-'n'l:dt:-l;l E mfup esm o R —
A-—click this file to get the . wallog

installaton.
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The following diagrams show the steps of installation.
' - [Ex]

Welcome to the QQ Password
Cracker GUI Setup Wizard

Thig will ingtall G0 Pagsword Cracker GUI 1.0 on wour
COmpLter.

It iz recommended that you cloze all other applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

1% Setap - 30 Farvword Cracker G

Pazywecad
1[.-. risbabbeor o puteeed probnctesd
5

Y

Plasas prerents the pisiveord, e el R o contrs. Padiessdtds 56 case-sonili

2
N e —

\4d0a34ca86fa9d9eas 1c4f1301051da7

Bt tonnd

]‘.E Setnp - QO Pazsword Cracker GUI

Select Destination Location
‘where should 00 Password Cracker GUI be installed?

’J Setup will install GG Pazsword Cracker GUI into the following folder.

To continue, click Mext, |f pou would like to select a different folder, click Browse.

d_Cracker_ GUI [ 3 |

At least 7.8 MB of free disk space is required.

[ ¢ Back ” Mest » ][ Cancel
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]hzl getap - QO Password Cracker GOI

Select Start Menu Folder
Where should Setup place the program's shartouts?

Setup will create the program's shortcuts in the following Start M enu folder.

To continue, click Mest. If pou would ke to select a different folder, click Browse.

| ;QQ Pazsword Cracker GUI I 4

| | Browse...

< Back ][ Mext ]’ Cancel

]hzl Setap - QO Password Cracker GUI

ect Additional Tasks
hich additional tasks should be performed?

Select the additional tazk s you would like Setup to perform while inzstaling Q0 Pazsword
Cracker GUI. then click Next.

K

Additional icons:

|=

< Back ” Mext > ]’ Cancel

1';.21 Setap - QQ Password Cracker GOI

Ready to Install

Setup iz now ready to begin instaling G0 Pazsword Cracker GUI on your
computer,

Click Install to continue with the installation, or click Back if vou want to review ar
change any zettings.

Destination location:
CAQO_Pagsword Cracker GUI

Start Menu folder: 6
Q0 Passward Cracker GUI

Additional tasks:
Additional icons:
Create a desktop icon

’ <Back || Instal |’ Cancel ]
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1@ Setop - QO Password Cracker GUI E“EHX|

Completing the QQ Password
Cracker GUI Setup Wizard

Setup has finished instaling G0 Password Cracker GUI on your
computer. The application may be launched by selecting the
installed icons.

Click Fimizh to exit Setup.

iLaunch QO Password Cracker GUIE

Copyright © 2007 Decision Computer International Co., Ltd

84




Step 3 — Decrypt the conversation.
Go to Export page to download the decrypted conversation file.

=
HMa m FleelName
1 STZETOL0Z 5 02 200611112156 | 2
2 $TRENOL0E e TR
3 STTAG434T STMG434T ZO061514378
B 4 IR B3 Tl - EENTE o
L 1405
5 ey ATEWTIESE?
? 13231 £W STENE 061101215
B o) | H me resesms s wso
4 FrE] FE 10068100 3
10 15231
i o Toral
) N
@ ﬁi e L e
a1

Run the QQ cracker and import the decrypted file you just download at the
previous step.

Import Encrypted File Irnport Dictionary|File (optional) Option i
4 Range : 3 l_D~_9 v
1 + 2 Limited Time :  [jmitless v
START! U L :
[_—] sz Dictionary |
Command Detal 00 1D List
Password Information
Start Time | D | Password | Limited Time | Range [ Use Dictionary [ Encry
L 1
< [ | ¥

welcome fo QO password cracker!

Item statement

1 |Import Encrypted File |Choose + or - button, add or remove to run files.

2 |lmport Dictionary File |Dictionary file records the general passwords which
people may use. If you have own dictionary file, you
can import it into this cracker when you decrypt the

conversation.
3 |Option Range — Setup the possible combinations of
password.
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Limited Time — Setup the max time to get the key.
Even if this cracker does not still get the password for
you, the process will be stopped when time is out.
Use Dictionary — Cracker uses the dictionary’s
information to do the password matching if the
checkbox is ticked.

4 |START Start to run program button.

5 |Command Detail Show procedure for detailed information.
6 |QQ ID List Shows the history of QQ ID records.

7

Password Information |Shows the findings if password is found.

Get the password as shown in the following diagram.

'3 QQ Password Cracker GIIT

ImpDrt Encrypted File Irnport Dictionary File (optional) Option ; =
572670102 200611112 Rarioess 02 &
Limited Time :  |jimitless v|
SHRA Use Dictionary O
F_omrna_rj_d _I_Z)_eta|| Q D L|st
| range: 0~9 |

| lirnited time: limitless

| encrypted fle: 572670102_200511112156

| use dictionary: no

| Get password, saved to passwd_info document

Password Information

Start Time [ 1D [+Bassward] Limited Time | Range | Use Dictionary | Encrypted File
1/11/2006 12:27:42 572670102 || 123456 mitless 0~9 572670102_2006111121
a3, % | >

\A;iconle_m-QQ pazwond cracker!
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The section illustrates how to decrypt the decrypted file in order to see its

conversation with the following diagrams. (input the ID & password)

T BEtps VIS 168, 303 - 00 PASSWORD INFORMA TION - Micrmealt laternet Explorss

A Wpdate Tilpdate infarmation Exeor

HTE N RS

8= Fleas enier qa's dfpasreond fexc 31990 251 gy 1 234)

1 2 -
Ha. FileNan+ UpDate
Mo Danas

Th Wipe 0193 068 0 D01 - O PASEMOED INFOEMA TION - el Tnsos| Exploges

__.-".Llp date 1{l.-|-|::||m |n"5-|:1|a-1|-u'1_,;|"F-: nrl"g

Craate Dieleta

Ha. (| FileHame Upikate
' O CTIETOIED 1 ¥Re0E 4
Lo Tatalz 1, Toral Page : 1, Curient Page 1 Every Page = 10 [Confmm |

a-“

Flease close wmdoss then o b Tpdabs

:?'I".\-F.:I.Iﬂ o

Informatcea T, s jhe mformation
clogs

6

|1

StartTime EndTime

User Handle Type
572670102  Message
572670102 Messagehi
S72E701M02 MessagelSis
572464347 Messagehi
572670102 MessageHERATIDRHWHEET
415928842  MessagelLIEIHE TIE
416328842  MessagelAEIRE TIE
572670102 MessageERREERT
572670102 Message et

Py

5 4 R
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The update page shows the decrypting procedures.

7} hitps:#7192 168.1 203 - QQ PASSWORD INFORMATION - Mictosoft Internet Explorer (M=1E3
Ipdate 4 Update Information*Exporr
1 A
No.| Date-Time Mssege
Ll 2006-01-16 | _ ,
1 10:2642 Account: 572670102Password: 123456
2006-01-16 |
. 2 100645 j—Program start—
2006-01-16 ;
3 100647 .Start decrypt login data
4 Al lget password key: 4280d89a5a03£812751£504cc 10eeB8a5
102642
5 2006-01-16 | decrypting [16][/datas/2006-01-
10264z (06_12:03:17/572670102_200611112156] ... success I
LR i e 4 T 4 _ _Confirm v
&% 5 @ EEE
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U. GPS

GPS function allows administrator to approximate the location of APs or STAs.

[ Wireless Watcher
Option Information Capture
BSSID: N/ | ESSID: [ Mo | Longitude Latitudde  Signal Stren \ Time
Cglr:t:[re Type: i
Option Information capture
BSSID BSSID key |ESSID|ESSID key No Number
Capture|Capture location| Type | AP or PC Longitude Longitude
Clear | Clear location Latitude Latitude
.| Zoom in Signal Strength|Signal Strength
- Zoom out Time Time

Refer to the diagram below. When wireless e-detective system with GPS
moves and stops at location A, press Capture. The GPS diagram can set the
location of A as Capture 1. When E-detective system moves to location B and
C, press Capture at each location and the system will record these two
locations as Capture 2 and Capture 3. Just move the mouse arrow to the
captured location, and it will display the location information.

9000 e

A capture 1

C capture 3 \
\B\1 capture 2
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V. Data Mining

E% MENU Hard Disk Information : - 736G
g POP3I (117)

wE SMTP (46

Eeg IMAP (4)

=Gy FTP (19)

we Ry MSHN (571)

=g Ica @)

W% YAHOD (2)

E-R VOIP 5)

W@ HTTP (25828)

=@ HTTP (DYNAMIC) (485
W WEBMAIL (308)

HEy WEBMAIL (SENDER)
"ﬁ TELRET (12}

N - WeleNc)

£2P2P B

@ EXPORT

Fig MANAGE
e LOGOUT

DPI : 1024 %768

<
Data Mining -

E-Detective full text search of Data Mining let you use searching criteria to
match user’s input keyword. The system will match keyword with text and
attachment of numerous e-mails (E-mail / POP3, SMTP, IMAP, Hot-Mail, Web-
Mail), which stored in database, then list the mail, which meets keyword
criteria.

Data Mining

r el Count: 2, Total: 1, Inpage 1|Rows perpage:
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X. Mail Setup
The system can send alert email to administrator or users by setting up the
mail system.

Setup instruction:
1. Enter the remote or local mail server. For example: msa.hinet.net
2. Enter the Sender Email address. For example: xxx@msa.hinet.net.

¢~ SETUP MAIL
OLocal & Remote : msa_hinet._net
Sender Email : rooti@msa_hinet net

[]Server requires anthenticationn

Ok | Feset |

Server requires authentication:
If server authentication is needed, please input the server account and
password and click [OK].

¢~ SETUP MAIL
C Local & Remote : msa.hinet_net
Sender Email : root@msa_hinet net

Server requires authenticationn

Account : |decision

Password ;: (ssssssss

]34 Reset
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Appendix A: Q & A

Note: local machine means where E-Detective situated with monitor and
keyboard connected.

® After installed, what should | do if | couldn’t see the computer data to be
captured?
271 1. Confirm if you've registered. If yes, then excute program [ OpenRaw ].
Please type the following command in local machine.
edetective:/# ps —x | grep OpenRaw
[ [|]refers to the shifted key of [\ ] in your keyboard
If [ OpenRaw ] correctly execute, you should be able to read the
following messages:
./OpenRaw -t /datas/rawdata —i ethX
./OpenRaw —t /datas/rawdata —i ethX
./OpenRaw —t /datas/rawdata —i ethX
./OpenRaw —t /datas/rawdata —i ethX
./OpenRaw —t /datas/rawdata —i ethX
./OpenRaw —t /datas/rawdata —i ethX
2. Please confirm if the system has recognized PCI WatchDog Card of
Decision Computer International Co.while system booting.
Please type the following command in local machine.
edetective:/# Ispci —n | grep 6666
[ [|]refers to the shifted key of [\ ] in your keyboard
If PCI WatchDog Card is correctly installed, you should be able to read
the following messages:
Class XXXX : 6666 : 4100 [ EXXX]
3. Please confirm if there is any data in on-line IP information of network
user list.

T

® How to change IP?
Ans: Local machine: please refer to manual P.7 ~ P.9
Remote: please refer to manual P.10

® How to install hardware? Which mode will meet my needs?

Ans: please refer to manual P. 4
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Note: if you are installing Mirror mode, your Switch Hub must have Mirror Port
function.

® How to record data from different network segment?

Ans: please refer to manual P.74

® Can't back up or burn CD?

Ans: Please make sure CD-ROM drive is correctly installed at 1st socket of
IDE2 (or 2nd flat cable).

® The file extension of uploaded and downloaded file captured by FTP is
* txt?

Ans: Right-click to Save as another file, change it to correspondent file

extension, and then open it.

Ex.: *.jpg, *.pdf, *.rar, etc.

® MSN or ICQ can’t capture data?
Ans: Turn on 1863 port of firewall.
Turn on 5190 port of firewall.

® Can't use Web interface after booting system?
Ans: It has used 443 port; please use https://192.168.1.60 to log in. (default
E-Detective IP is 192.168.1.60)

® |f 've used Proxy, the IP in Web log belongs to Proxy. Is it correct?
Ans: Yes, you can only have Proxy’s data. (If E-Detective is installed in front of
Proxy)

® How do user interfaces arrange themselves automatically and save the
settings after arranged without rearrange next time? What'’s the right size
of background graphic to fit screen?
Ans:1. After arranged the positions, right-click on the icon of user interface
and choose Save current settings to save the position.
2. There is no size limit on background graphic; it depends on your screen
resolution.

® \Warning policy doesn’t work after setting up, and system doesn’t send a
warning letter to the specified receiver?

Ans: It's scheduled to execute one hour after setting up, please refer to
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manual P.50 for policy setup.

® (Can’t directly open and view mail in POP3 / SMTP?
Ans: Go to Control Panel -> Add / Remove Program and check if there is
any Outlook Express Updates; if yes, please remove it.
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